





The 3 pillars of SHIELD
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Partner management & Technology selection

Focus Area
GRC

TOREON

>

o
NnvIisoO

e

) |
J

Business driven cyber consulting

Focus Area
Endpoint Security

C Dustin

- XDR

Focus Area
SOC

0 CORTEX
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M Microsoft
QP Defender

Focus Area

Network Security
- Firewall
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Partner management & Technology selection

Coming very soon...

7

Focus Area Focus Area Focus Area
SOC Network Security Awareness
CSIRT Pentest Awareness
Thales Intigriti NRB
Nviso The Security Factory
Spotit Infosentry

Project proposals are being prepared
Info session - Safe the date: April, 23rd - 2025 - 16:00 %
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Community 52 (27)

members

44
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Community 52 (27) members
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Community call-out! k@;

We're still looking for community contributors/technical experts to:

= Extend/join the existing workgroups:
= GRC
= XDR // Sectorial SOC
= Network Security - Firewall

= Support the Shield initiatives for 2025:
= Focus Area Network security:
Campus/DC networking & (micro) segmentation

= Focus Area (Private) Cloud & datacenter:
Datacenter hardware & storage
Backup & recovery

= Focus Area Endpoint security:
Asset mgmt & insights, CPS platforms & vulnerability management

Contact: wouter.demuynck@shield-vzw.be
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mailto:wouter.demuynck@shield-vzw.be

Save the date! ﬁ@

Info-session on the ongoing Shield projects:
= Awareness
= CSIRT

= Bug bounty pentesting

A webinar will be hosted on April, 23rd - 2025 - 16:00
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Service catalogue — reference architecture - GRC

NIS2 Management Training

MIS2 is sinds oktober 2024 van krachl. Organisaties die als essentieel aangeduid werden * ¥ &
moeten vanaf eind april 2025 voldoen aan vereisten rond awareness en training van * *
leidinggevenden, mel name over NIS2 specifieke verplichlingen, risk management en * N |82 "
incident management. Deze opleiding is belangrijk omdat leidinggevenden persoonlijk

lijk zijn voor i aan de wetgeving. De o training voldoat % *
aan de eisen voor jaarlijkse awareness en training onder NISZ. * * *

Deze training heeft als doel om een grondig inzicht te bieden in de NIS2-richtlijn, de
gevolgen ervan voor uw organisalie, en de stappen die nodig zijn om aan de vereisten te voldoen, specifiek
gericht op senior management, directie en raad van bestuur.

Roadmap

O Inleiding tot NIS2

*  Wat betekent NI52 voor de zorgsector.
* Watisdei ieti wvolgens de wetgeving
*  Woelke stappen kan U zetten om compliant te worden

C2 Governance en Verantwoordelijkheid

= Uw i als onder NIS2
*  Hoe uaanspr ij id en p ij i
*  Welke q ies zijn er bij niet

(3 Risicogebaseerde Aanpak

*  Cybersecurity is niet alleen een IT-
. . ing i rish

cybersecurity in da

(=)

4) Beveiligingsmaatregelen (minimale vereisten NIS2)

Een cyber ¥ gie gaat verder dan compliance. Zorg ervoor dat uw organisatie
bestand is tegen cyberdreigingen met de juiste maatregelen:

*  Bedrijfscontinuiteit: back-ups, disaster recovery & crisismanagement

»  Beveiliging bij ontwerp: veilige configuraties en best practices

*  Cryptografie & versleuteling: bescherming van gevoelige data

*  Patch management: kwetsbaarheden snel en effectiefl verhelpan

(5) Incidentbeheer en Kwetsbaarheidscodrdinatie

Een cyberincident kan grote gevolgen hebben. Wat te doen bij een ‘significant incident’?
*  Procedures voor incidentafhandeling & kwetsbaarheidsmeldingen

*  Passende technische en organisatorische maatregelen

*  Wat zijn ‘significante incidenten’ en de hoe zit het met de meldingsplicht

Cﬁ) Leveranciersbeheer = Cyberveiligheid in de supplychain

*  Het belang van cybersecurity binnen de supply chain
*  Afspraken maken met s over cyberveili i
*  Beoordelen van third-party risico’s en continu monitoren

® Implementatie binnen de zorgorganisatie
* Governance: rol van de CIS0, Security Board, rapportagelijnen
=  Effectieve samenwerking tussen Security, IT, DPO, Legal en Management
- ing: van * i i " naar “cyber resilience’

Cultuur

Shield vew

o Stoonweg, 303200 www.shiold-vzw.ba

SR

Organisatie

nm v All

Key Measure

Maturiteitslevel

All v
SHIELDvzw

I','

Shield vzw - Leaflet Medical Policy

Ve . . N ) Radar - Gemiddelde per categorie ™~ ™
{ SRS \ / \ ( Assessed Controls |
| ®Documentatic. @ Implementatie
RS Securty Contnuous Moniing Recovery Paming 5 O
Detect Risk Assessment Supply Chain Risk Management
12%
Response Planning dentty Mg, Authentiatn & Access control
Totaal Controls
Protactivs Technology Asset Management
= Information Protection Processes & Procedu Analysis 2 1 9
Protect
54% Improvements Anomalies and Events.
\ Governance Awareness and Training / Maturity Documentatie
Verdeling Key Measure . oy e —— 4
—~ 4
e Gemiddelde per categorie N ' e
(‘,th’} o L ®Target ®Totaal G 0 112 5
Maturity Implementatie
®Yes J o
3
@®No
2 J 146 1 2 /
100
e | . oM 18
P Identify Detect Protect Respond Recover
G AN AN J
Template documentation* = 1 MD Document management accountable, CISO, DPO
Alignment of (templated) documentation by expert 24 MD 40 MD Engineer (Infra / application/ Workplage/ Security)
CISO, CIO, CEQ, DPO, CHRM, Purchasing admin HR
admin
Implementation of (templated) documentation by 10 MD 2MD Quality accountable, Document management
expert accountable, CEO
15 example risks 2 MD 1 MD CISO
Evaluation of the risk assessment (review and 10 MD 2 MD CEO, CIO, DPO
applicability of 15 example risks) by expert
Review and registration of risk register by expert 2MD 1 MD CISO, DPO
Execution of internal audit by expert 10 MD 5 MD Engineer (Infra / application/ Workplace/ Security)
CISO, CIO, CEQ, DPO, CHRM, Purchasing admin HR
admin
Implementation and/or configuration of 2MD 1 MD Quality accountable, DPO, CISO
compliance measuring tool by expert
Total gosts 60 MD 53 MD

Medical Device

This Medical Device Policy exists to help hospitals systematically identify, evaluate, and
mitigate information security risks inherent to medical devices, which ultimately
compromise patient safety and data integrity. By adopting a risk-based approach
grounded in established frameworks such as 1SO27001:2022, ENISA and CyFun
organizations can handle security challenges through structured steps like inventory
management, robust access control, ongoing vulnerability assessment, and incident
response.

The policy is particularly designed for hospitals with no existing implementation of
measures or even if some measures may already exist to address risks related to the
processing, storage, or transmission of information, providing them with key foundational
guidelines.

Definition:

A medical device is an instrument, apparatus, software, implant, or other article intended
by the manufacturer for medical purposes such as diagnosis, treatment, monitoring, or
compensation for conditions or disabilities. It does not primarily function through
pharmacological, immunological, or metabolic means.

This policy applies exclusively to medical devices that:

+ Process sensitive (personal) data to support the healthcare process, or
« Influence or automate decision-making within the healthcare process.

Risk Classification:

Category of MDR Medical Device Class

information

Classlla Class llb Class Il

Special Personal
Data
Information
Decision for the
Care Process

Ordinary Personal
Data

Information
Supporting the
Care Process

Summary table of the 5 risk class scale of medical devices

Shield vew arww shield-vzw.be Page 1/7
Kempische Steenweg 303/200

3500 Hasselt
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Service catalogue — reference architecture
Firewall NGWEF Palo Alto

MAPPING: NGFW PALO ALTO

VULNERABILITY TRACK RECORD

INTEGRATED DATA CENTER SEGMENTATION (E-W) SOLUTION

INTEGRATED SD-WAN SOLUTION Eiuiwi 1 4 a3

IOT, IOMT DEVICE DETECTION, CLASSIFICATION AND RISK
REDUCTION

IDS, IDP, DLP, SANDBOXING
SSL VPN, IPSEC VPN
INLINE THREAT DETECTION AND PREVENTION

MFA INTEGRATION

RELIABLE AND DYNAMIC IDENTIFICATION OF USERS,
(SUB)APPLICATIONS, DEVICE TYPES

LOG ANALYTICS

NETWORK SEGMENTATION

HW AND SW NEXTGEN FIREWALL 4 3 3 6 4 15 3 3

m Cyfun Basic ®Important M Essential mKey Measure m27001:Clause m27002:Controls m MITRE ATT&CK Tactics ™ Techniques

Shield event= 11/03/2025



ervice catalogue — reference architecture
irewall NGWF Palo Alto

(
. " Network Segmentation & MFA Inline Threat Detection and "
HW and SW NextGen Firewall Log analytics - . ,
9 Y Integration Prevention (/
\
Cyfun Control
5 (1denti Cyfun Control
PR.AC-5 (Identity Management,
Authentication and Access Control) Cyfun Control PR.AC-5.2 (Identity Management, Cyfun Control
DE.AE-3.1 (anomalies and Events) Authentication and Access control), ID.RA-1.1 (Risk Assessment)
DE.CM=1 (Security Continuous Monitoring) PR.PT-1.1, PR.PT-1.2 (Protective Technology) MFA: PR.AC-1.4, PR.AC-3.2 (Identity DE CM—l‘ DE.CM-3.2 (Security continuous
DE.AE-2.2, DE.AE-3 (Anomalies and Events) Management, Authentication and Access Moni tor‘l"ng ’ .
Cyfun Level control)
' \J Cyfun Level
" A Basic : 4 (PR.AC-5.1, PR.AC-5.2, DE.AE-3.1, Cyfun Level Cyfun Level
DE.CM-1.1) Basic : 2 (PR.PT-1.1, DE.AE-3.1) P
" A e > 1, DE-O Important : 2 (PR.PT-1.2, DE.AE-3.2) Basic : 2 (PR.AC-5.2, PR.AC-3.2) ::zlit;ni Elg.%gélét:lng.cz?&t)—g 2
1.2) Essential : 2 (DE.AE-2.2, DE.AE-3.3) o . ! ant - . <or DE- .
.y ‘ portant : / Essential : 1 (DE.cM-1.3)
1:3 -5.5, PR.AC-5.6, DE.CM- : - - .
f?;am:m (PR.AC PR.AC DE .M Key Measure : 2 (PR.PT-1.1, DE.AE-3.1) Essential : 1 (PR.AC-1.4) Key Measure : 1 (DE.cM-1.2)

Key Measures : 6 (PR.AC-5.1, PR.AC-5.2, key Measure : 2 (PR.AC-5.2, PR.AC-3.2)

PR.AC-5.3, PR.AC-5.4, DE.AE-3.1, DE.CM-1.2)

/ \ / ISO 27001:2022 \ / ISO 27001:2022 \ / ISO 27001:2022
ISO 27001:2022 5.3

«PT-1.1: 7:5.2, €l .5.3,
CP'IRa::el‘}.Ll cgf:j:é 9522 :n:::eA? PR.AC-5.2 : clause 8.1, Annex A ID.RA-1.1 : Clause 6.1.2,clause 6.1.3,
PR.AC-5 : Clause 8.1, Annex A PR.PT-1.2: Clause 7.5.2, Clause 7.5.3, 4 A 611 A - Clauss 7.5.2, clmes 8.2, clause 3.3,
DE.AE-3.1 : Clause 8.1, Clause 9.1, Clause Clause 9.1, Clause 9.2, Annex A N o ause b.1.%, ause 5.1, _1' . 8.1, cl 9.1, 1
10.2, Annex A DE.AE-2.2: clause 8.1, clause 9.1, clause i:"iz_;'z . Cla 7.5.2. clause 8.1 gzécrnnm; : ause 5.1, Clause 3.1, Clause
/@\ DE.cM-1: clause 8.1, clause 9.1, clause 10.2, Annex A N i use f.3.2, clause 3.2, DE.CM-3.2 . Clause 8.1, cClause 9.1. Annex
9.2 Annex A DE.AE-3 : Clause 8.1, clause 9.1, clause Annex A A . e o o
10.2, Aannex A
Iso ISO 27002:2022 ISO 27002:2022
i ISO 27002:2022 1SO 27002:2022
\@/ PR.AC-§ : controls 5.14, 8.20, 8.22, 8.26 ) PR.AC-5.2 : Controls 5.14, 8.20, 8.22, 8.26
R X S 7 ey - - MFA: ID.RA-1.1 : controls 5.36, 8.8, 8.33
gEz'gE ;‘112 : {;Co;;ro‘gslss"é 15._.'24‘ Jock; ::‘:: i; gE:::g}: ::- g‘i:' i‘l;' :‘:: PR.AC-1.4 : controls 5.16, 5.17, 5.18, 8.2, DE.cM-1 : Controls 5.7, 5.22, 8.8, 8.12,
LPT-1.2: .37, 8.15, 8.17, 8.
- . - 8.3, 8.5, 8.15, 8.16, 8.17, 8.21
LTSS ERAARIB St/ Herkly ol Lhik B - BRS S- 7. 1.2 028, 8.15 PR.AC-3.2 © Controls 5.14, 6.7, 7.9, 8.1, 8.5, DE.cM-3.2 : control 5.7, 8.1, 8.7, 8.12,
8.15, 8.16, 8.17, 8.21 : F sfa 3.8y 3.£3, 3.£6, 8.11, 8.20 8.15, 8,16, 8.19, 8.20, 8.23

. S T 2N /
4 N N\

4 /" MITRE ATT&CK Tactics & \ e ™~

; Techniques
MITRE ATT&CK Tactics & MITRE_ ATT&CK Tactics & MITRE ATT&CK Tactics &
Technigues Technlques Lateral Movement: T1021 (Remote Services), R
q T1570 (Lateral Tool Transfer), Defense Techniques
ot . Discovery / Detection: Many techniques Evasion / Privilege Escalation o o
ATT&CK ;2,1-:11:;?“955' B become wvisible through logs (e.g., T1016 (restricting adversary's ability to move Initial Access: T1566 (Phishing), T1190
0 = i system Network config piscovery, T1049 laterally or pivot) (Exploit PublicFacing App) o
f:::':”:r:;‘:c;f}""ﬂ' 71071 (Application System Network Connections Discovery), Command and Control: T1071 (application
g . petection of T1059 (command & scripting MFA: Ccredential Access: T1110 (Erute Layer Pr‘otoc‘o‘l) .
pefense Evasion: T1562 (Impair pefenses) Interpreter) Force), T1078 (valid Accounts), Malware pelivery: T1204 (user Execution)
pefense Evasion / Privilege Escalation:
Harder for attackers to escalate if MFa is
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Service catalogue — reference architecture
MDP — Risk scoring

Angiography
Angiography

Angiography

Central Stations

Central Stations

Central Stations

CR Systems
CR Systems
CTs

CTs

ECGs

B
Medical Device

Types Notes

Imaging of blood vessels using contrast dye and
X-rays.

Imaging of blood vessels using contrast dye and
K-rays.

Imaging of blood vessels using contrast dye and
X-rays.

Centralized hubs aggregating patient data from
multiple monitors.

Centralized hubs aggregating patient data from
multiple monitors.

Centralized hubs aggregating patient data from
multiple menitors.

Computed radiography using digital imaging plates
for X-ray capture.
Computed radicgraphy using digital imaging plates
for X-ray capture.
Computed tomography scanners for cross-
=ectional body imaging.
Computed tomography scanners for cross-
sectional body imaging.

Devices recording the electrical activity of the
heart.

Devices recording the electrical activity of the

E 1]
Device Application m
Sub-types n

Diagnostic Angiography
Interventional Angiography

Emergency / Trauma Angiocgraphy

ICU / High-Acuity Monitoring

Telemetry / Cardiac Monitoring

General Ward / Multi-Parameter
Menitoring

General Radiography CR
Mobile / Emergency CR
General Diagnostic CT

Emergency / Trauma CT

Resting ECG

Sub-type Notes

Typically lower risk, as it involves imaging without
extensive intervention.
Medium to high rizk due to invasive procedures
(e.g., stent placement, embolization).
Often critical risk because of urgent, life-saving
interventions in unstable patients.
Used in critical care settings (ICUs, CCUs) to
aggregate and display multiple vital signs from
highly acute patients (e.g. invasive blood
pressure, advanced respiratory parameters).
Primarity focused on continuous cardiac telemetry
(ECG) for patients needing reaktime rhythm
surveillance.
Central station used in lewer-acuity or general
ward envirenments for bagic vital signs (e.g.,
heart rate, Sp0,, blood pressure) from multiple
bedside monitors.
CR systems Used for chest, skeletal, abdominal
imaging.
“ Dedicated portable CR systems (used in wards,
ICUs, operating rooms).
Used for routine scanning (e.g., head, abdomen,
chest) in outpatient or inpatient settings
Positioned for rapid, high-priority scans in
emergency departments and trauma centers
“ Standard, brief ECG recording, often used for
routine check-ups, pre-operative screenings, or
diagnesing basic arrhythmias.
Used to evaluate cardiac function under stress

Class lib

Class lib

Class lib

Class lib

Clazs lla

Class lib

Class lib

Class lib

Class Il

Class lla

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Ancillary / Diagnostic
Medium-Acuity Inpatient

High-Acuity / Critical Care

High-Acuity / Critical Care

Medium-Acuity Inpatient

Medium-Acuity Inpatient

Ambulatory / Outpatient
High-Acuity / Critical Care
Medium-Acuity Inpatient

High-Acuity / Critical Care

Ambulatory / Outpatient

Invasive / Surgical
Invasive / Surgical

Invasive / Surgical

Non-Invasive

Non-Invasive

Non-Invasive

Non-Invasive

Non-Invasive

Non-Invasive

Non-Invasive

Non-Invasive

No Redundancy
No Redundancy

No Redundancy

Partial Redundancy

Partial Redundancy

Partial Redundancy

Partial Redundancy
Partial Redundancy
Partial Redundancy

|

Mo Redundancy

Full Redundancy

I',,

N
Risk Classification
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Service catalogue — reference architecture

Assessments and GRC service

Size
Select all Large Medium Small Very Large
Size ®Llarge © Medium @ Small @ Very Large
3.5 . .
Best Scoring Domain:
3.0
2.5
20
z
= f
=
-
©
= s ___———”’_h_—““*——\\\\\\\\\\
1.0
0.5
0.0
Identify Protect Detect Respond Recover

Type

Select all

General | Psychiatric

SHIELD vzw

Compliant (2 3.5 average):

Assessed Controls: 1 ,O 5 K

® Non-Compliant ® Compliant
0.38% =

4

—99.62%

@ Average @ Target Maturity

4 3.5

Global Average per domain

3.5 35 3.5 3.5

2
0
Identify

.

1.79 1.85 178 1.83 1.95
Protect Detect Respond Recover

Shield event= 11/03/2025



Service catalogue — reference architecture

Assessments and GRC service

Average of Impl Score

2027

2 3
Average of Docu Score

~

[/

All Top 5 Bottom 5
SHIELD vzw
p

D AVG  Description

PRAC-2.1  2.36 Physical access to the facility, servers and network components shall be

managed.

PRAC-1.1 217 Identities and credentials for authorized devices and users shall be managed.

PRAC-3.2 2.10 The organization's networks when accessed remotely shall be secured,
including through multi-factor authentication (MFA).

PR.IP-4.1 2.07 Backups for organization's business critical data shall be conducted and stored

on a system different from the device on which the original data resides

ID.GV-4.1  2.05 As part of the company's overall risk management, a comprehensive strategy to
manage information security and cybersecurity risks shall be developed and
updated when changes occur.

PRAC-3.1  2.05 The organisation's wireless access points shall be secured.

\L
-
D AVG  Description
-

ID.SC-3.3 1.36 The organization shall establish contractual requirements permitting the
organization to review the ‘information security and cybersecurity’ programs
implemented by suppliers and third-party partners.

PRMA-16 140 Maintenance tools and portable storage devices shall be inspected when
brought into the facility and shall be protected by anti-malware solutions so
that they are scanned for malicious code before they are used on
organization's systems.

PRMA-17 140 The organization shall verify security controls following hardware and software
maintenance or repairs/patching and take action as appropriate.

PRMA-1.5 148 The organization shall prevent the unauthorized removal of maintenance
equipment containing organization's critical system information.

NF AF_11 1 87 Tha arnanizatinn chall anciira that 2 hacalina of natunrl anaratinne and

\.

I',,

Shield event= 11/03/2025
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THANK YOU!

Dr. Wim Bijnens
wim.bijnens@shield-vzw.be
+32 495 59 02 35
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