





Introduction

= Purpose

= Provide more information on

Architectural blueprint
Medical Device Policy (MDP)

= Agenda

= Sit-rep (20 minutes)
The GRC Team
Assessments
Visualisation PowerBI
1IS027001 implementations
Architectural blueprint

= Q&A (10 minutes)
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Industry-Specific blueprint

* Policies, Procedures &
Guidelines

SO 27001 & CyFun based

Regulatory requirements

Risk management
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The mystica aspect of GRC

GRC is the integrated collection of capabilities that enable an
organization to achieve objectives, address uncertainty, and act
with integrity while ensuring IT governance aligns with business
goals.

Source: ISACA A framework for managing company policies, risk
exposure, and compliance obligations to maintain

ethical standards and regulatory requirements.

Source: Gartner

A structured approach to aligning IT with business objectives
while effectively managing risk and meeting compliance
requirements.

Source: NIST
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Framework supporting Governance, Risk &

Compliance

= Governance = Risk
Strategic alignment with business Threat & Vulnerability management
objectives Risk identification, Assessment &
Clear roles & Responsibilities Treatment
Structured decision-making = Compliance
Continuous improvement Regulatory & IS0 27001 Adherence

Audit readiness & Documentation

Monitoring & Evidence-based
controls
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Template documentation

= Providing a blueprint of
= Policies
= Procedures
= Processes

= To align business with security and reduce organizational risks

= Using reference

= Frameworks
1S02/7007
CyFun
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Medical Device Policy (MDP)

= Update
1.0 version
Reviewed
Community
Suppliers (via Agoria)
= Deepdive
Definition
Asset management
Suppliers management

= |n the future
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Reason to define the policy

= Structure a risk based approach
Remove aspects based on the identified risk

= Single template to be applied
= |[ssue of no industry specific policy
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Update

= 1.0 version finalised 25 Februari 2025

= Besides the policy
Leaflet

Providing information on the usage of
the policy and the other documents

Mappingstable, definition and risk matrix
Mappingstable to other frameworks
Definition and basis of the definition
Risk matrix and scenario’s

Lifecycle Medical Device
Process
RASCI
Operational checklists
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Deepdive

= Asset management

If there is none these are the
requirements

Register

e Hosthame

« MAC Address
» Hardware specifications
e Serial numbers

« Additional info (based on
MSD2)

Maintain the register
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Deepdive

= Supplier management
Comply to hospital policies

Comply to sector specific
frameworks

Documented evaluation

Access management
requirements
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Deepdive

= Risk scenario
= 1-5

+ Risk-Classification:] = Data Categories
Category.of. MR Hedical Device Classs Z = Supporting care information

informationn Class= Classlan Classlbu Class-li=

SpeciatPersonal “ = Ordinary personal data

Datax

Decisionforshe- “ = Special personal data

Care-Processno

OrdinaryPersonal. i = Decisive care information

Datax

iormation : = |dentify risk related to

Supportingthe-

Caro Processs information security

-Summary-table-of the-5risk-class-scale-of-medical-devices®]
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Future

Excel mappingstable per category

Mapping tenders to frameworks

Review for broader public

More indepth suppliers or vendor risk management / evaluation

Translation of the document (Adoptation of the industry)
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Excel mappingstable per category

Angiography

Angiography

Angiography

Central Stations

Central Stations

Central Stations

Medical Device

Types Notes -

Imaging of blood vessels using contrast dye and X-
rays.

Imaging of blood vessels using centrast dye and X-
rays.

Imaging of blood vessels using contrast dye and X-
rays.

Centralized hubs aggregating patient data from
multiple monitors,

Centralized hubs aggregating patient data from
multiple monitors.

Centralized hubs aggregating patient data from
multiple monitors

Sub-types

Diagnostic Angiography

Interventional Angiography

Emergency / Trauma Angiozraphy

ICU / High-Acuity Monitoring

Telemetry / Cardiac Monitoring

General Ward / Multi-Parameter
Monitoring

‘Sub-type Notes

Typically lower risk, as it involves imaging
without extensive intervention.

Medium to high risk due to invasive procedures
(e.g., stent placement, embolization).

Often critical risk because of urgent, life-saving
interventions in unstable patients.

Used in critical care settings (ICUs, CCUs) to
aggregate and display multiple vital signs from
highly acute patients (e.g. invasive bleod
pressure, advanced respiratory parameters).
Primarily focused on continuous cardiac
telemetry (ECG) for patients needing real-ti
rhythm surveillance.

Central station used in lower-acuity or general
ward environments for basic vital signs ez,
heart rate, Sp0;, blood pressure) from mult
bedside monitors.

le

Class llb

Class lib

Class lib

Class lib

Class llb

Classlla

Supporting

Yes

Yes

Yes

Yes

Ordinary

Data Categories

Special

= Review the categories with experts (BioTek / BioTD
= Define weight matrix classification
= Review by GRC experts

Decisive care

. Clinical Environement
Personal D.' Personnal D- Infnrmatl' -

Ancillary / Dizgnostic

Medium-Acuity Inpatient

High-Acuity / Critical Care

High-Acuity / Critical Care

Medium-Acuity Inpatient

Medium-Acuity Inpatient

Invasiveness -

Invasive / Surgical

Invasive / Surgical

Invasive / Surgical

Non-Invasive

Non-Invasive

Non-Invasive

Fallback /

Redundal\qr-

No Redundancy

No Redundancy

No Redundancy

Partial Redundancy

Partial Redundancy

Partial Redundancy

Risk Sum -

17

14

16

15

14

12

Risk Interpretation

Moderate Risk
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Mapping tenders to frameworks

= Other tenders
= Review with suppliers

= Publication towards community MAPPING:

VULNERABILITY TRACK RECORD
INTEGRATED DATA CENTER SEGMENTATION (E-W) SOLUTION

INTEGRATED SD-WAN SOLUTION

IOT, IOMT DEVICE DETECTION, CLASSIFICATION AND RISK
REDUCTION

IDS, IDP, DLP, SANDBOXING
SSL VPN, IPSEC VPN
INLINE THREAT DETECTION AND PREVENTION

MFA INTEGRATION

RELIABLE AND DYNAMIC IDENTIFICATION OF USERS,
(SUB)APPLICATIONS, DEVICE TYPES

LOG ANALYTICS
NETWORK SEGMENTATION

HW AND SW NEXTGEN FIREWALL

m Cyfun Basic mImportant mEssential B Key Measure

NGFW PALO ALTO
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Suppliers or vendor risk management / evaluation

= Evaluation of categories
= Expand risk evaluation

= Define based categories an approach

= For example: Critical supplier (Based on MDR category) -> Questionaire and
Interview

= Provide risk estimation per supplier
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Suppliers or vendor risk management / evaluation

= Risk evaluation (per category)

= Current version
Supporting care information
Ordinary personal data
Special personal data
Decisive care information

= New version
Clinical environment
« (ritical care / Medium - acuity inpatient / Outpatient / Diagnostic
Invasiveness
 Non-Invasive / Minimally invasive / Invasive or Surgical

Fallback / Redundancy
Concluse on risk score (calculation)
Risk interpretation (classes)
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Suppliers or vendor risk management / evaluation

= 2025
March April May June
v Phase 1 + ﬁToday
Conceptualization & Feasibility Conceptualization...
v ' Phase 2 +
Framework & Methodology... Framework & Methodology...
v Phase3 +
Pilot & Validation Pilot & Validation

Note: timeline is still under review
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THANK YOU!

Robert Dirks
robert.dirks@shield-vzw.be
+32 4913479 14
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