


Introduction

= Purpose

= Providing an update on
Team
Running GRC projects

= Agenda

= Sit-rep (25 minutes)
The GRC Team
Assessments
Visualisation PowerBI
1IS027001 implementations
Architectural blueprint

= Q&A (5 minutes)
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The GRC team

Executing assessments

Implementation projects |
CO ntrOI fra m eWO rkS Security Architect

« g\
Arnold Gauthier
GRC Consultant

Coaching

David Saray
GRC Consultant

Thomas Rooyakkers
GRC Consultant
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Assessments

POC Wave 1 Full members

m Start m=mIntake = Assessment = Done

m Start m Intake = Assessment = Done
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PowerBl

Size Type
Select all Large Medium Small Very Large Select all General Psychiatric
SHIELD vzw
Ve ~N - ~
Size ®Llarge © Medium @5Small @Very Large
2 Best Scoring Domain: ® Non-Compliant @ Compliant
Recove r Assessed Controls: 1 .0 5 K
3.0
99.62% —
Compliant (= 3.5 average): 4
o5 LO
20
2 q (Q\
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g Global Average per domain
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@ Average @ Target Maturity
10 4 35 35 35 35 35 4 =
1.85 GJ
0.5 2 120 P >
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Identify Protect Detect Respond Recowver Identify Protect Detect Respond Recowver -
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.I AssessmentDashboard-Event, General N S
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PowerBl

Average of Impl Score

2027

1 2 3
Average of Docu Score

AssessmentDashboard-Event, Top and Bottom

IC@ Live data ~ )

A

Data updated on 10/03/25, 12:13

All Top 5 Bottom 5
SHIELD vzw
-

1D AVG  Description

PR.AC-2.1  2.36 Physical access to the facility, servers and network components shall be
managed.

PR.AC-1.1 2.17 Identities and credentials for authorized devices and users shall be managed.

PR.AC-3.2 2,10 The organization’s networks when accessed remotely shall be secured,
including through multi-factor authentication (MFA).

PR.IP-4.1 2.07 Backups for organization's business critical data shall be conducted and stored
on a system different from the device on which the original data resides

ID.GV-4.1 2.05 As part of the company's overall risk management, a comprehensive strategy to
manage information security and cybersecurity risks shall be developed and
updated when changes occur.

PR.AC-3.1 2.05 The organisation's wireless accass points shall be secured.

L
~
1D AVG  Description
-~

ID.SC-3.3 1.36 The organization shall establish contractual requirements permitting the
organization to review the ‘information security and cybersecurity’ programs
implemented by suppliers and third-party partners.

PR.MA-1.6  1.40 Maintenance tools and portable storage devices shall be inspectad when
brought into the facility and shall be protected by anti-malware solutions so
that they are scanned for malicious code before they are used on
organization's systems.

PR.MA-1.7  1.40 The organization shall verify security controls following hardware and software
maintenance or repairs/patching and take action as appropriate.

PR.MA-1.5  1.48 The organization shall prevent the unauthorized removal of maintenance
eguipment containing organization's critical system information.
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ISO27001 implementations

GRC project J essa

Progress

7 ‘ Governance ZO L

Management structure L()
Context- en . R I s k
stakeholder O
analysie management of risks N
‘ Governance ‘__
Information
== | fsuos
i analyse Management structure O)
and scope
Execute I
Risk e and adust risk Adjust and . S
ana-;Sis e anah e S Compliance o
process e bt processes Conform Ity assessment C
Wrap-up project O
Risk. -
. treatmentplan Setup ecu
kick-- 5 I g s awdon  ofmema  RepoE 5
off "':’s‘::as"‘ responsibilities — processes tina!::ne audit workshop
\ 4
@ o © o 1=
Maart April Juni Oktober November U)




Architectural blueprint
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Architectural blueprint

Februari Maart April Mei Juni Juli

| ‘ Community review

Generic policy framework to comply with ISO/IEC 27001:2022 r

Industry-specific aspects - Risks

Architectural
blueprint

| [
Industry-specific aspects - Controls based on NEN7510-2:2024 and ISO/DIS 27799

-
‘ ‘ Controls based on CyFun

I | | | 1
T Milestone T Today

1 1 |
» =i | =}
St Trudo
other
Note:

Timeline for Community review depends on the implementations
Others start independent if a partner (Toreon/ Nviso) or Shield VZW is in
the lead, the same documentation and process is applied

Jessa

ZoL

‘ |
Implementations |
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Architectural blueprint

it = Complexity
= Win = Win

policy

> Generic Access

4_) o . .
% ke S = Specialism
Q Topic policy

E_ specific

E Guidelines

o Standards and for internet

) guidelines HS8ES

©

) patch

2] Procedures and ocess

8 workinstructions H

O

C .

- auditreport

Operational execution —

v

A

Operational impact
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THANK YOU!

Robert Dirks
robert.dirks@shield-vzw.be
+32 4913479 14
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mailto:Wim.bijnens@shield-vzw.be
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