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Acme Corp
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Searchsploit



Why are these exploits public?
• Public disclosure pressures vendors to create patches

• Attackers already exploit vulnerabilities

• Hiding them only benefits attackers

• Fuels innovation
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Tips & Tricks
• Make sure you know exactly what you expose to the internet

• Keep this all up to date

• => This seems easy, right?
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Leaked Credentials



Tips & Tricks
• Humans will use unsafe passwords

• No matter how much you tell them not to

• Humans will keep on clicking on links

• No matter how much you tell them not to

• => We need to assume a colleague is going to get hacked
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The Uber hack
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The Uber hack
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The Uber hack
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Hey it’s the Uber helpdesk here!
We’re noticing a lot of 2FA requests
coming into your phone.
One of our systems is failing and
keeps on sending them until one
is accepted, just accept the 2FA
request and everything will be fine!



Demo
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Vulnerability scanning
Vs

Pentesting



Not only external threats

17

• Application
• For organizations developing software

• Contains

• Web applications

• Mobile applications

• Thick-clients

• AI-systems

• IoT device

• Cloud systems

• APIs

• Blockchain

• SCADA/ICS

• Hardware hacking

• …

• Organization
• For any organization

• Contains
• Internal Network

• External Network

• OSINT

• Physical

• WiFi

• Active Directory

• Social Engineering

• Phishing

• Badge hacking

• …



Not only external threats
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