TOREON

The hacker mindset

# whoamt # echo $hacks

Robbe Van Roey & Critical vulnerability on NVIDIA
High-severity bug on AWS (Amazon)

# echo $nick IoT bug on Corsatir

PinkDraconian % 30+ CVEs 3

. lots more under NDA @
# echo $motto

Hacking you so you don't get hacked #& # echo $work

Offensive Security Lead @ Toreon
Bug Bounty Hunter

Secure Coding Trainer

YouTube Creator (16000 subs)
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Why are these exploits public?

* Public disclosure pressures vendors to create patches

 Attackers already exploit vulnerabilities

« Hiding them only benefits attackers

 Fuels innovation

Security fixes
Table of security fixes
Title
Possible access token exposure in GitLab logs
Cyclic reference of epics leads resource exhaustion
Unauthorized user can manipulate status of issues in public projects

Instance SAML does not respect external_provider configuration

Severity
Medium
Medium
Medium

Medium

Effectiveness Score (out of 100)

100

80

60

401

201

Ethical Hackers vs. Malicious Actors

Ethical Hackers Malicious Actors



Tips & Tricks

Make sure you know exactly what you expose to the internet
Keep this all up to date
=> This seems easy, right?



Tips & Tricks

« Make sure you know exactly what you expose to the internet
« Keep this all up to date
 => This seems easy, right?

Wiz Research Uncovers Exposed
DeepSeek Database Leaking Sensitive
Information, Including Chat History

A publicly accessible database belonging to DeepSeek allowed full control over database operations, including the ability to

access internal data. The exposure includes over a million lines of log streams with highly sensitive information.
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Tips & Tricks

Humans will use unsafe passwords

* No matter how much you tell them not to

Humans will keep on clicking on links

* No matter how much you tell them not to

=> \We need to assume a colleague is going to get hacked
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Th e U b er h a.C k Two-Factor Authentication

] Le VPN

A message with a verification code has been sent to
your devices. Enter the code to continue.

Didn't get a verification code?

—

Login
Please enter your Le VPN credentials sent in an activation Log in req uest
emell Login request: Shibboleth MFA
Username:
Password:
@ Remember credentials
 Launch Le VPN on startup Approve

Don't have an account? Subscribe
Have questions? Contact Us
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Le VPN @ DUO M7

i est
o S i

'L‘Ogi” request .

ogi e gt

gin request: Shibboleth l\/\ _0gin request: ShibboleT‘  AOBILE
@00

; uest :
Login request'. ghibb

A
IO Approve | -7 red

Don't have an aCCoTTT T osm—



Hey it’s the Uber helpdesk here!

We’re noticing a lot of 2FA requests
coming into your phone. 1 request

One of our systems is failing and request- on:L,
keeps on sending them until one

is accepted, just accept the 2FA
request and everything will be fine!

. est
i ot s
n DUO MOBILE

Log.in request
Login request- Shibbolet,
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Vs
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Not only external threats
* Application « Organization

* For organizations developing software - For any organization

» Contains L e Contains
* Web applications * Internal Network

* Mobile applications . External Network

* Thick-clients . OSINT

* Al-systems * Physical

* 10T device « WiFi

« Cloud systems « Active Directory

* APIs « Social Engineering
* Blockchain « Phishing

« SCADAJ/ICS « Badge hacking

« Hardware hacking .
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Not only external threats

Internal Network
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Not only external threats




Not only external threats
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[Esc]

Quit
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Not only external threats

Internal Network
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AD CS certificate
authority

3. Attacker requests a certificate from
a vulnerable template on behalf of a
domain admin

P
<«

4. CA returns certificate requested
for domain admin

1. Attacker requests a Kerberos 1G1T
for the owned low-level account
»

L

2. DC responds with TGT for
low-level account

5. Attacker requests a Kerberos
TGT for the domain admin using
obtained certificate

6. DC responds with TGT for
domain admin

Attacker

Internal Network

Domain controller (DC) S

22



TOREON

The hacker mindset

# whoamt # echo $hacks

Robbe Van Roey & Critical vulnerability on NVIDIA
High-severity bug on AWS (Amazon)

# echo $nick IoT bug on Corsatir

PinkDraconian % 30+ CVEs 3

. lots more under NDA @
# echo $motto

Hacking you so you don't get hacked #& # echo $work

Offensive Security Lead @ Toreon
Bug Bounty Hunter

Secure Coding Trainer

YouTube Creator (16000 subs)
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