v/

Jarviss Heartbeat and Optimize servl' :

fueled by Palo Alto Networks Strata =
Cloud Manager

by Kevin Thys, Tomas Van Beek & Jo Vander Schueren

JARV'§ Cybersecurity Networking Cloud :



Who are we?
+30 passioned trusted advisors in Cybersecurity, networking and managed services.

What do we solve?

Problem of insufficient resources & knowledge in Cybersecurity & Networking.

What is our vision?

Intelligent use of Al/ML technology & automation can reduce workloads & optimize resources.

Where are we active?

« Belgium with offices in Ghent & Antwerp
* Netherlands with offices in Amsterdam

Who are our customers?
Public and private midsize organizations in the Benelux with extensive experience in healthcare.

JARVISS

When Your OT & IT Security Get Persona I



Build resilience to manage incidents and avoid breaches

Cybersecurity Networking Cloud Security

Implementing 3 layers of Building self-managed & Extending your security
defense to answer OT & IT end-user driven networks posture in the cloud for
cybersecurity challenges to create optimal applications & infrastructure.

experiences.

Managed Services
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Scope

1. Nextgen firewall platform based on Palo Alto Networks
l. Flexible platform: branch, datacenter, segmentation, cloud, ...
Il. Cloud delivered security services: URL security, DNS security, Threat prevention, Saas, DLP, IOT, SDWAN, ...

1. Central (cloud) management

2. Consultancy services
. Design & architecture
1. Implementation & onboarding
1. Security Controle Baseline Testing (SCBT)
V. Certification training
V. Project management

3. Support & managed services
. Basic
il Advanced
ii. Managed

JARVISS 4/ paloalto
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Support services for NGFW

1. Basic
. Builds upon the vendor support
1. Includes a pay as you go 8x5 Jarviss helpdesk
1. Only recommended if extensive Palo Alto Networks knowledge is present

2. Advanced

. Direct Jarviss support with fix price
1. Different SLA’s possible (NBD, 8x5, 24x7)
1. Different scope’s possible (support, best practice checks, changes, ...)

3. Managed
. Full managed by Jarviss in a fix price model

1. Jarviss takes full responsibility
1. Different SLA’s possible (NBD, 8x5, 24x7)

&
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Get in touch!

[®] https://www.shield-vzw.be

[@] https://www.jarviss.be

|z| info@jarviss.be

\\,
\ +32 (0)9 394 99 11

m https://www.linkedin.com/company/jarviss/
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Strata Network Security Platform

Simple & unified. Prevents threats in real time everywhere.

Data Center

Unified Management
and Operations

Al-powered Real-Time [

Security Capabilities

Single Sensor, Multiple
Form Factors
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Branch

Contractors

Hybrid Workers

loT / OT Devices

Unified Management and Operations

Write policy once and enforce everywhere.
Proactively strengthen security and prevent
outages using Generative Al.

Al-powered Real-Time Security

Prevent threats in real time using ML and
Deep Learning applied to rich data from
70,000+ customers.

Single Sensor, Multiple Form Factors

Simplify security with consistent operating
system. Protect every location with a fitting
form factor.



The Industry’s First Al-powered Unified Management and Operations Solution
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Visibility Management Security Posture
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Gain Complete Visibility Enable Simple and Strengthen
Across Your Network Consistent Network Security Security Posture

Security Estate Lifecycle Management in Real-Time

Operational Health
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Proactively Resolve
Network Disruptions and
Enhance User Experience

Copilot

Instant Knowledge
at Your Fingertips
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Jarviss Services

v Heartbeat

Analyse use of
Investment made.
Recommendations
regards to your
environment.

&
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Pre planned days to
nerform tasks from
Heartbeat.

On demand request for

consultancy.
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Heartbeat

* Best Practice check

* New feature mapping

* Recommendations for upgrades
* Q&A about a topic

* Strata Cloud Manager

* Feature adoption
* Policy analyzer
* Device alerts

When Your OT & IT Security Get Personal
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Optimize

* Pre-scheduled days every x time
e Jarviss plans topics to address
* Next Heartbeat => improved outcome.

&
When Your OT & IT Security Get Personal

13



Credits

e Customer initiated

* Project based approach: sales & planning process.
*SoW

&
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Strata Network Security Platform
Strata Cloud Manager Command Center
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https://docs.google.com/file/d/1516dQf3FgtoVlXEM_9pc1V1jTv_UeLuG/preview

Unified management and operations for your entire network security estate

{O STRATA CLOUD MANAGER

BY PALO ALTO NETWORKS

Al-Powered Zero-Trust Management and Operations

Predict and Prevent

) ] Comprehensive Management for All
Network Disruptions

] Deployments in a Single Ul
Strengthen Security

in Real-Time

Cloud-Delivered
Security Services

oA _ ) I (P {\Software Firewalls OOOO‘O
cries Hardware Firewalls [ESeries] [Series] % Cloud NGEW @ SASE




Comprehensive Management for All Deployments in a Single Ul

Consistent Configuration
0 Ensure consistent security posture across all deployments
with flexible configuration organization. Achieve a $1.5M
increase in ROI through a unified platform.

Efficient Configuration Workflows
Improve productivity and reduce workload with
streamlined use-case driven workflows

Centralized Troubleshooting
Reduce operational burden by issuing one-click

operational commands from a centralized
troubleshooting Ul




Predict & Prevent Operational Disruptions

Comprehensive Observability
- ~ 0 Eliminate blind spots and identify problems with
unified visibility into all users, apps, infrastructure
and network connectivity

@ Dataplane Average CPU Utilization (dp0) Oct 27, 2023, 10:23:30 PM - Avg 82%

Dataplane Average
CPU Utilization (dp0)

Forecast

Proactive Health
Prevent potential disruptions up to 7 days in advance
with ML-powered actionable insights

Moving Average

Threshold Events

Normality Band

Historical 7 Day
Usage Advance
9 Forecast

— Automated Resolutions

Reduce resolution time with remediation playbooks and
automatic support tickets. Each month, it processes 77B
metrics, shares 715K+ misconfigurations and 17K+
firewall health issues for resolution




Strengthen Security in Real-Time

Maximize Security

Maximize the ROI from security investments by
understanding unused or underutilized security
capabilities and turn them on with best practices

Optimize Configuration

Remediate misconfigurations with ML-powered analysis to

optimize and secure existing firewall configurations. Strata

Cloud Manager users witness a substantial improvement in
their security posture within the first 90 days.

Write Secure Configuration in Real-Time
Proactively improve security posture with best

practices and Infosec policy enforcement at
configuration time, without the need for review
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Threat Prevention
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The Industry’s First Al-powered Unified Management and Operations Solution
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Gain Complete Visibility Enable Simple and Strengthen
Across Your Network Consistent Network Security Security Posture

Security Estate Lifecycle Management in Real-Time

Operational Health
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Proactively Resolve
Network Disruptions and
Enhance User Experience

Copilot

Instant Knowledge
at Your Fingertips



Get a comprehensive view of users, devices,
applications, and threats to assess how everything
IS protected in your enterprise

Surface insights into how your apps and users are
affected by threats in real-time and take action

Understand end-to-end user experience across
branch sites, applications, and IT infrastructure, from
a single dashboard

Visibility

Prisma Access




Visibility

Comprehensive View of Users, Devices, Applications,
and Threats in Your Network

What are the top

@ apps my users are
using and are those

apps approved?

Prisma Access

Emily
NetSec Admin
1 2 3 4
Emily has users and Emily wants to Drilling down to see the top accessed Emily takes action on the
apps everywhere that make sure all users apps, Emily can quickly see how many unsanctioned apps to further
are being protected by are accessing are sanctioned and unsanctioned protect the enterprise from users

both NGFW and SASE approved apps only across her infrastructure who are accessing the apps



Visibility

Get Insights into Threats in Real-Time and Take Action

Which threats
@ and categories are

most prevalent

in my network? ‘ ‘

C2 Threat
Blocked

John oo = e e
Security Admin Take action to
block the threat
1 2 3 4
John wants to see which John navigates to the John drills down to find the
threats are most prevalent and “Command Center” threat source of the threats and Take action to block
which users are bringing the view and sees a high analyzes the guided suggestions those threats

most threats in his network number of C2 threats on how to block those threats



Visibility

Understand End-to-end User Experience from a Single Dashboard

\
Why are so many
@ users experiencing
r internet ashboards
P cuea? e e e ] | peviess
' Y, | | B Connected Users (608)  (Real Time) = 20 users
49 Good Experience
159 Potential Degraded Experience B 55 users
= LOCAL
NETWORKS
Emily
NetSec Admin
INTERNET
84 users
1 2 3 4
Emily notices that a lot Emily navigates to the NOC Emily quickly sees that 159 Emily can further drill down to
of remote users on her view in Strata Cloud remote and branch site users the segment that is causing the
network are having Manager to get visibility for in California are having a issue in the branch site, user,

internet issues all her users everywhere degraded experience app, and IT infrastructure



Simplify onboarding (zero touch provisioning),
operations (software upgrade and config
operations), and device refresh

Achieve consistent security configuration and
policies throughout your network estate combined
with Palo Alto Networks best practices

Scale efficiently and reduce network
configuration complexity with predefined
workflows (Auto VPN for hub-and-spoke
connectivity), and integrations

72%

(as per customer feedback)

Management

Configuration Scope x

Folders Snippets

Global ©
~ Prisma Access
~ Mobile Users Container
GlobalProtect
Explicit Proxy
Remote Networks
Service Connections
¥ All Firewalls (26)
~ APAC (3)
3 APAC _Singapore_HUB
3 APAC_Bangalore_Branch
3 APAC_Shanghai_Branch
~ Data Center (2)
~ @ PAVM-100
PA-VM-100
~ East Coast (4)
3 East_Coast_Hub
3 EC_Branch-NYC
3 EC_Branch-Pittsburgh
3 EC_Branch-Washington
~ Europe (3)
3 Europe_UK_Hub
3 Europe_Germany_Branch
3 Europe_Spain_Branch
¥ West Coast (9)
~ California (1)
3 CA-Branch_SJC
3 Branch-LA-1

3 Branch-LA-2

Security Policy
Anti-Spyware
Vulnerability Protection
WildFire and Antivirus
DNS Security
URL Access Management
File Blocking
HTTP Header Insertion
Profile Groups
Web Security
Decryption
DoS Protection
Network Policies
Application Override
Policy Based Forwarding
NAT
Identity Services
Authentication
Cloud Identity Engine
Identity Redistribution
Local Users & Groups

Objects

Service

Saa$ Tenant Restrictions
HIP

Dynamic User Groups
Tags

Auto-Tag Actions

Overview ©

Folder Name
Global (186922 -
Prisma Access
Mobile Users
Remote Networks

Service Connections

Firewalls

26

Configuration S|

1 [0 Global-De
2 Web-Secu
3 0365-Bes
B SaaS-Ente

. Support

Configuration Scope

Folders Snippets

Global ©
¥ Prisma Access
¥ Mobile Users Container
GlobalProtect
Explicit Proxy
Remote Networks
Service Connections
v All Firewalls (26)
v APAC (3)
3 APAC_Singapore_HUB
3 APAC_Bangalore_Branch
3 APAC_Shanghai_Branch
v Data Center (2)
v PA-VM-100
PA-VM-100
v East Coast (4)
3 East_Coast_Hub
3 EC_Branch-NYC
3 EC_Branch-Pittsburgh
3 EC_Branch-Washington
v Europe (3)
3 Europe_UK_Hub
3 Europe_Germany_Branch
‘9_,_ =3 Europe_Spain_Branch
v West Coast (9)
?
¥ California (1)
o 3 CA-Branch_SJC
3 Branch-LA-1

3 Branch-LA-2

Overview

Security Services
Security Policy
Anti-Spyware
Vulnerability Protection
WildFire and Antivirus

DNS Security

URL Access Management

File Blocking

HTTP Header Insertion

Profile Groups

Web Security

Decryption

DoS Protection
Network Policies
Application Override

Policy Based Forwarding

NAT
Identity Services
Authentication

Cloud Identity Engine
Identity Redistribution
Local Users & Groups
Objects

Address

Application

Service

Saa$ Tenant Restrictions
HIP

Dynamic User Groups
Tags

Auto-Tag Actions

Reduced configuration and deployment time with automation

Access Sync Status

rks
sful at 2023-Jul-10 16:27:4

Connections

Ish successful at 2023-Jul-19 17:19:16

eral Information

a Access Version

H Management Tenant ID
H Management Tenant Name

H Management Region

Firewall Sync Status

® Insync (7)
® Outof Sync (27)

Firewall Connectivity Status

® Connected (°°)
® Disconnected (1)

4.0.0-Preferred (PAN-OS 10.2.4)
4271583496564038144
186922 - Alvisofin Corp - Prisma Access

americas

Prisma Access Enterprise

June 21, 2028

@ Licensed (22)

@ Expiring in 30 days (0)
® Expired (0)

@ Unlicensed (0)




Simplify Network Security Lifecycle Management

©

Seamless device refresh

Easy replacement for hardware firewalls
and recovering credits for VM-series

Easily maintain consistent security

Folder hierarchy for easy configuration sharing,
including snippets across folders or tenants

©

Automated Onboarding

Eliminate need for any manual intervention to provision, bootstrap,
license, upgrade, configure and get devices in final operational state

1
Onboard

4 Refresh Day1 2

Day N Operations

3

Guided workflows

Simple inputs to auto-generate PAN-OS configurations, streamline
policies and VPN setups to simplify complex configurations

See detailed slide

©

Predefined Secure Configurations

Out of the box “best-practices” aligned configuration and use-case
specific predefined snippets to get started with secure configuration

Simplify Admin Operations
Automated software upgrades and centralized troubleshooting workflows
to reduce manual effort and enhance operational efficiency at scale


#

Management

Efficient Onboarding with Zero Touch Provisioning
Automate onboarding and day-0 workflows for increased productivity

| need to onboard
10 new sites,

how can | simplify
onboarding?

/ oo oo
oo oo
_______ DL L
oo oo ono
oo oo oo
L L .1
aog oo m ]
oo oo oo
LI L L M.
oo oo
oo oo
_______ DL L
Emily
NetSec Admin
1 2 3
10 new branch offices are With Strata Cloud Manager, Emily uses zero touch Emily remotely onboards the new sites
opening and Emily needs to provisioning to get the firewalls configured and without IT expertise in the branches

set up the new deployments automate onboarding and licensing while eliminating misconfigurations



Management

Achieve Consistent Security Configuration
Share configuration across your entire network estate

| want the users at the 10 new branch sites
to have the same consistent policy when
working from home with Prisma Access.

What can | do to keep it consistent? Branch
~—-loog|---
g |gog| o:
;o|ooo| o Campus
Ao ol
Emily 4»
NetSec Admin
Hybrid Workers
1 2 &
Emily needs to update a policy With Strata Cloud Manager, Emily Emily streamlines security by applying consistent policies
for users working from the updates a common configuration and across NGFW and SASE, cutting operational costs by up

office and working from home shares it across her entire network estate to 50% with an automated, unified management system



Management

Scale Efficiently and Reduce Network Configuration Complexity

| need to securely connect
10 branch sites in a new
region to my datacenter,
where do | start?

Emily
NetSec Admin
1 2 3
Emily needs to securely Emily uses the guided workflow and provides Emily efficiently scales her organization and securely
connect 10 branch sites in simple inputs to generate all configuration connects the branch sites in 72% less time
Australia to the HQ datacenter workflows required to connect the 10 branch sites compared to traditional configurations methods with

automation®
*Based on real customer use case data



Management

Simplify Network Security Lifecycle Management

Onboarding

Automated
Onboarding

Auto provisioning, bootstrap, license,
upgrade, configure and get devices
in final operational state

Day N

Guided
Workflows
Simple inputs to auto-generate

PAN-OS configurations, large-scale
VPN deployments

Day 1
Minimize
Misconfigurations

Out of the box “best-practices”,
use-case specific predefined snippets

Day N

Simplify Admin
Operations
Automated software upgrade

orchestration, centralized
troubleshooting workflows

Detailed list

Day N

Easily Maintain
Consistent Security

Simple Folder hierarchy with snippets
across folders or tenants, variable
support for environment differences
within a common config

Refresh

Seamless Device
Refresh

Easy replacement for hardware
firewalls and recovering credits
for VM-series


#

Security Posture

. o . . Dashboards
Write new and existing policies that align
Q With enterprise best practices in real_time Device Health Threat Insights CDSS Adoption Best Practices Executive Summary

Summary Security Identity Network Service Setup

=5 Device | Manager: Thiyagu_OneApp_pa460 A

Host Name Checks Failed
Thiyagu_OneApp_pad460

Cloud Manager

Continuously detect and remediate policy
anomalies ensuring zero trust posture

®  Security Identity Network Service Setup

Profiles Rulebases

Failed CSC checks L Failed CSC checks Failed CSC checks
- -
Ensure Contlnuous Compllance across @® Failed non-CSC checks 0 @® Failed non-CSC checks @ Failed non-CSC checks
Standard ind ustry frameworks Failed CSC anc 1 non SC checks 4 Failed CSC and non-CSC checks 0 Failed CSC and non-CSC checks

Unique Failed Checks Unique Failed Checks Unique Failed Checks

1,924,143 Misconfigurations shared for resolution



Security Posture

Write Secure Configuration in Real-Time
Implement security policies that comply with best practices at the time of configuration

@ 2 Configuration Analysis

© B Configuration Analysis
allow-all-employees Lt checed: 2023:0
6 out of 9

Security Checks Passed

Resolving all checks keeps your policy
rules precise and effective.

HOW do I make Sure I am o ) @ Source Address must be in CIDR 10.10.10.0/24 Write a new Securit OIic
@ Wri‘ting pOIiCieS Wi‘thou‘t .Ncgah i H ace‘;ne ice’ is not configured in a rule with the 'Allow’ . ) ) ’ y p -y
misconfigurations? with best practlce guardralls
/
@ URL Profile must be "be:
@ The rule Description is not populated
...................................................................................................................... B e
Risky Security Policy Secure Policy
=ofh I=w
< <
® ®
1 2 3
Emily is writing a new policy without Strata Cloud Manager enables Emily can now ensure that the security policy
knowledge of best practices and real-time policy enforcements committed to her deployment is free from

her organization's frameworks utilizing best practices misconfigurations and complies with best practices



Security Posture

Detect and Remediate Shadow Policies in Your Environment

Get rid of risky security policies to reduce your attack surface

Policy Analyzer sjccmé600pl v

Pre-Change Policy Analysis Post-Change Policy Analyd

Policy Analysis Summary

1,174

TOTAL
ANOMALIES
FOUND

€ 377 Redundancies

A 4 Genera lizations

720 Correlations

66 Consolidations

Automatically detect gaps
In configuration

Legal Application

&

1 2

Emily can easily identify
ineffective security policy within
the configuration interface

Emily gets an alert that
Joe in Marketing has
access to legal apps

Emily receives safe
guaranteed recommendations
to remove anomalies

7 Shadows

O 57 Redundancies Detect and Remediate Policy anomalies

Q Shadow and redundant policies

A\ 4 Generalizations

720 Correlations Q Over|y permissive rU|eS

Q Unused rules and objects
Q Unhit rules

66 Consolidations

Legal Application

3 4

Emily can now ensure that
Joe in Marketing does not
have access to legal apps



Security Posture

Ensure Continuous Compliance with Industry Frameworks
Check against NIST, CIS, PCI-DSS*

Dashboards

# Device Health # SASE Health

\ y : A10% /155
oy 25 wverage Passin... ~ 7-Day Change Checks Failed

How do | ensure | am = L

@ complaint against my
industry best practice .
frameworks?

9 4/16
7-Day Change Checks Failed

- Comprehensive view of your deployment
compliance against regulatory
compliance frameworks

Emily o
NetSec Admin @

1 2 3 4
Emily wants to Emily looks at the Compliance Emily drills down into that control to She addresses the
improve compliance dashboard and notices that a control see what recommendations she recommendations,
with NIST is not compliant against NIST needs to follow to be compliant fixing the configuration

*PCI-DSS compliance
framework coming soon



Security Posture

Detailed List
Strengthen Security Posture
Key scenarios where alerts are generated
Palo Alto Networks Shadows & Intent-Based Policy
Defined Best Practices Redundancies Analysis
Decryption, continuous app traffic Prevent unintended allows exposing Clean up unused objects and security
inspection, authentication, etc security risks and unintended denies rules to strengthen security posture
causing business disruptions and firewall performance
Zero Trust Regulatory
Policy Compliance
Optimize policies based on actual Stay compliant with NIST, PCI DSS,
traffic logs to adhere to zero trust CISv8, CRiI, etc. frameworks and build
principles of least privileges organization specific Infosec

compliance frameworks


#

Operational Health

Proactively predict and prevent network
infrastructure health issues

Devices Applications (o} Targets

®) MOBILE USER EXPERIENCE @ | ® Zoom - PANWSASE

Slack

Webex

I panwsase.zoom.us

©
=3

[#]
N

Detect, diagnose and remediate existing
operational health issues (authentication issues,
CVE vulnerabilities)

Microsoft 365 Suite

8 B B E

Google

Ensure optimal end-user application experience

GP-PC-BERNADETTEBROWN'S EXPERIENCE ON ZOOM - PANWSASE

One-click centralized troubleshooting to reduce
operational burden

635,000 Firewall health issues shared for resolution



Operational Health

Proactively Prevent Disruptions and Quickly Remediate
Forecast disruptions up to 30 days in advance

Events

Active  History

13Jan2023at06:18:41 | FORECAST | Dataplane Average CPU Utilization (dp0) is predicted to hit critical 85% threshold on 16 Jan 2023 at 06:18:41

3 Recommendations

Take recommended action to fix your issue.
© Dataplane Average CPU Utilization (dp0)

Dataplane Average

CPU Utilization (dp0) Recommendations

2

Follow these steps

Forecast
Moving Average

% Commit Events
Threshold Events
Normality Band

1 Your CPU is high because of SSL application. You can temporarily disable SSL decryption.
Please click Here to learn more about how to temporarily disable SSL decryption.

11 The SSL traffic, if not decrypted, is offloaded and thus shouldn't be the main
contributor of the high usage of dataplane resources if the total number of sessions
received on the firewall are within the limit of what the platform supports. In that
case, it is recommended to investigate the other high usage applications.

ML-Powered
Predictions

If SSL traffic is getting decrypted on the firewall during the time of high data plane
CPU, check if the value in the output of:

) s O > show session all filter ssl-decrypt yes count yes
O Fo recasts high fi rewa" is at any point exceeding maximal concurrent decryption sessions of the platform.
L . A e B rm— _ . If so consider either changing your firewall config to reduce the amount of
e m ”""‘.l VM com putl ng In the neXt 7 dayS decrypted traffic by creating a decryption exclusion rule for the traffic exempt from
| . »

decryption or plan to upgrade your firewall to a higher capacity platform

Service Connection wi" 2 YourﬁrewalldataplaneCPUishighbeczuseofsome\int»erfaces‘ ,

Please refer to How to mitigate High DP CPU iss

Strata Cloud exceed capacity in'30 days st S mar datal
Y
Manager

1 2 3

New users added due Emily gets an alert for projected high processing activity in the next 7 Emily quickly identifies the root cause and
to company expansion days and for service connection exceeding capacity in the next 30 days. takes the appropriate remediation steps



Operational Health

Resolve Authentication Issues for All Users Anywhere within Minutes

Why are my users {ey
having issues

connecting to the
corporate network? @

B (00 | - e OktCl
Anomalous drop in
mobile user count
:
Emily N <\ A T
NetSec Admin
1 2 3 4
Emily is alerted about Emily clicks the alert and see that mobile users Emily can quickly investigate the Emily is able to proactively
a large drop in mobile are not being able to connect to the corporate cause and impact of the issue along resolve authentication failures

users on her network network due to authentication issues with actionable remediation before her users complain



Operational Health

Software Upgrade Recommendations and Orchestration

Am | impacted by this
@ latest CVE (eg Log4j)?
What should

| do about it?

This report is tailored to the PAN-OS features enabled on 14 devices. Choose a major version below to see further

/ details about new features, Vulnerabilities Based on Enabled Features, and PAN-OS Known Issues related to this upgrade.
L
Upgrade Option 1 - PAN-OS 10.2 Upgrade Option 2 - PAN-OS 11.1
: | Target Version: 10.2.9-h1 Target Version: 11.1.2-h3
_:3.\_ : @ Release Date: Apr 14, 2024 Release Date: Apr 14, 2024
@ EoL Date: Aug 27, 2025 EoL Date: May 3, 2026
TAC Preferred: Yes TAC Preferred: Yes
Flrewa” PSIRT Se(_:urlty New Features: 0 New Features: 68
Telemetry Data Advisories , - , -
Filtered Vulnerabilities @ : 1 Filtered Vulnerabilities @) : 3
Emily All Vulnerabilities€) : Click to view (' All Vulnerabilities€) : Click to view (&'
NetSec Admin Known Issues: 37 Known Issues: 87
Release Note: Click to view [ Release Note: Click to view [
Upgrade to Software Version X to mitigate
the CVE personalized to your configurations
1 2 3 4
Emily is concerned about which Emily wants to make sure she is taking all Strata Cloud Manager identifies the Emily upgrades to PAN-OS
firewalls in her environment are the precautions and is on the latest best version for Emily to upgrade to 11.1 to remediate the CVE

susceptible to log4j software version available to fix the CVE based on enabled features vulnerability



Operational Health

Ensure Optimal End-User Application Experience
Across NGFW and SASE

DA

My users are having
@ issues with servicenow,
but it looks fine to me.

What happened?

/

Emily
NetSec Admin > http: snowlogin.com
Device Local Internet
 Networks ~ Applicatons
1 2 3
Emily receives an IT ticket from a With ADEM in Strata Cloud Manager, Emily can Emily resolves the user issue in
user experiencing issues while pinpoint the exact app transaction causing the 6 playbook steps compared to an average
accessing servicenow from home issue and identify poor WiFi as the root cause. of 26 steps, reducing MTTR by ~77%

*Availability on NGFW coming soon



Operational Health

One-click centralized troubleshooting to reduce operational burden

\

| just deployed a new service
to the 10 branch sites, did my
firewalls receive the new
routing update?

/

Emily
NetSec Admin

Emily just deployed a new service and
wants to verify whether routing™ to that
service is available on all branch sites

*See here for all troubleshooting workflows

[All Firewalls ] > Troubleshooting - Al Firewalls

Troubleshooting

Troubleshooting

Action

Select All

Execute

ction earch Targets Timestamp

earch 1.1.1.1/32 A _Shanghai_..  2023-10-311549:07

A
Search 0.0.0.0/0 £ q _Shanghai_..  2023-11-02 20:24:10
S
R

outing table 3 _Shanghai_..  2023-10-2515:53:13
Routing table 4 i 2023-10-09 10:22:07
Routing table:  Bra 20231009 10:19:55
Routing table ast_Coast_Hul 2023-10-09 10:18:52

Routing table Branch-LA-1, Branch-LA-2, Branch-LA-3, 007051000243235 2023-10-04 22:23:34

&

2

Using Strata Cloud Manager, Emily leverages the
troubleshooting workflow to perform a one-click
check on the routing tables across all firewalls

3

Emily saves time and effort
troubleshooting in one single
interface for the entire deployment


https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/troubleshooting

Proactively Resolve Network Disruptions
Key categories where alerts are generated

Network
Device & Traffic
System resources (CPU, memory, IPSec VPN, Routing, tunnel/interface
disk), hardware, management performance (latency), bandwidth
(license, certificates) utilization, ISP degradation
Security & Cloud
Services Health Application
Strata Logging Service, Cloud Identity Poor application experience,
Engine, Cloud Delivered Security layer-7 services

Services

Operational Health

Detailed List here

Software
Issues

End-of-life, end-of-sale, CVEs,
known vulnerabilities

Endpoint
Agent

GlobalProtect client health,
endpoint performance


#

Copilot

The ultimate Al assistant for network security augmented with ML, workflows, and automation

@ Dashboard / SASE Health
You 9:45 AM

How is the users' experience in my

Gain broad and deep product knowledge with Copilot, a natural ot
language Al assistant, trained on ~50,000+ sources from
technical documentation to LIVEcommunity blogs

Here is a breakdown of the users' experience
in your organization:

Poor

172k

Get curated questions that are contextually relevant to the
content of the page in focus along with relevant suggestions

There were 172k connected users in the last
24 hours.

400 users experienced poor application
performance while 171.6k users had a good
application experience.

Of the 400 users with a poor application
experience, 333 users (83.2%) had issues

Fast remediation with intelligent guidance and support case ) T L e
Creatlon had issues with their devices.

Of those users with ISP disruntions. 170

500+ users engaged with Strata Copilot, submitting over 2,400 queries

Betaresults in the US, ranging from basic troubleshooting to advanced data analysis.



Instantly access all Strata Network Security Platform documentation in one place

Q Search

Users URLs Rules Regions

loud SASE Demo 20 v Y  Add Filter ‘i‘ ©

View All Applications

®) UseCase Category Sub Category

Application Use Cases

Writing Assistant
Conversational Agent
Enterprise Search
Developer Platform

Meeting Assistant

View All Threats Traffic Usage View All Traffic

r URLs. Traffic usage in your network broken down by ions or amount of data transferred

Threat Category | Session Data Transfer

Block Sessions Alert Sessions Allow Sessions

70.0K 0 9.6M

% Copilot

Q K}

@ START ACONVERSATION

Is there an unexpected surge in connected users at any Prisma

Access location?

What are the top critical threats in my network ?

How many malicious URLs?

What risks does workforce mobility introduce?

how many users are connected right now?

What does the Advanced Threat Prevention dashboard show?

What information does the Application Usage Dashboard show?

E TECHNICAL REFERENCES
Incidents and Alerts: Prisma Access
About Prisma SASE Incidents and Alerts
Incidents and Alerts: Overview

Incident List

Priority Alerts

Informational Alerts

v  Create a support ticket

Copilot

How can | investigate activity on my network related

to incidents and alerts?

How do | check FIPS Compliance?

How can | see if my users are having

performance issues?



icies to er

Users

hance

URLs

loud SASE Demo 2.0

ements

Total Hits

8.9K

6.1K

3.4K

21K

19K

19K

19K

19K

17K

15K

14K

14K

14K

14K

business-

and-

economy
5.7K URLS

v

Copilot

Al-Driven curated questions that are contextually relevant for securing and optimizing your network

ce and prot

Rules Regions

Y

View All

educational-
institutions
3.8K URLS

Total Users It
49K

4K

Q Search

URLSs by Risk Level
————————————————————

@ High @ Medium @ Low
75 URLS 8¢ R 69.7K URLS

Category it Rule Name

% Copilot

Q

@ START ACONVERSATION

How do | configure and enable URL Filtering for web access

management?

How can | protect and detect against credential phishing theft using
URL Filtering?

What is the risk level breakdown of URL activity?
How many malicious URLs?
How many times did users try to access a malicious URL?

How to use URL Filtering with Prisma Access?

E TECHNICAL REFERENCES

Command Center: Strata Cloud Manager
Monitor Prisma Access in Strata Cloud Manager
Onboard Devices and Deployments

Introducing Strata Cloud Manager

First Look at Strata Cloud Manager

Built-In Best Practices in Strata Cloud Manager

v  Create a support ticket

Who are the 5 users exposed to the highest
number of threats?

What are the most vulnerable devices on my network?

What is the total number of users browsing to
a URL categorized as artificial-intelligence within
the last 7 days, grouped by application name?



Copilot

Recommended next steps and intelligent support case creation for faster remediation

pdate 12:26:43 AM Q Search Cloud SASE Demo 2.0

Raise support tickets in a matter of seconds

Include historical information and evidence

9:45 pm 10:00 pm 10:15 pm 10:30 pm 10:45 pm 11:00pm 11:15pm 1

- Vignesh

B o Get suggested remediations to accelerate MTTR

Third-Party
Third-Party San Jose, United States
Third-Party Ashburn, US

Third-Party San Jose, United States




