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** The right technology matters ***
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** Beyond Technology: The Right Strategy***
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F r a m e  A g r e e m e n t  f o r  N e t w o r k / N e x t G e n  F i r e w a l l s



Who is spotit?



W h o  i s  s p o t i t ?  

SPOTIT

› ° 2014 – privately owned
 

› 28 million euros in 2023› HQ in Belgium

› Security and Network
 

› Spotit Academy› Quality and honour

› +120 experts
 

› Your strategic partner› >200 customers

S E C U R I T Y  &  N E T W O R K I N G  I S  A  C O M P A N Y  V I S I O N !



N P S  I N V E S T I G A T I O N  

51

NPS SCORE SPOTIT 2024
*Reasons why customers like spotit

SPOTIT



Big enough to 
deliver, small 
enough to care.



O U R  P O R T F O L I O

SPOTIT

SECURITY AND NETWERKING STRATEGY 

Accelerate your journey 

Security and networking consultancy / assessments

STRATEGIC SECURITY SERVICES
Security Governance

CISO / DPO / security awareness

MANAGED SERVICES/ NOC / MSOC

Leave it to us

24/7 monitoring and assurance

IMPLEMENTATION & OPTIMISATION

Extend, integrate, maintain and optimize

Security and networking solutions (HW, SW, licenses)



O U R  P A R T N E R S

SPOTIT



C I S C O  C A P A B I L I T I E S  

Our Specializations

Gold Provider

Collaboration SaaS 
Specialization

SPOTIT

Customer Experience 
Specialization

Master Networking 
Specialization

Cisco Umbrella for 
MSSPs Specialization

31
certified individuals

› CCIE Enterprise Infrastructure 
› CCIE Routing and Switching Written Exam 400-101
› CCNA
› CCNA Cyber Ops
› CCNP Security Specialized
› CCNP DataCenter
› CCNP Enterprise
› CCS Data Center Core
› CCS Data Center Operations
› CCS Enterprise Advanced Infrastructure Implementation
› CCS Enterprise Core
› CCS Enterprise Design
› Implementing-Operating Cisco EN Core Tech 350-401 v1
› And many more
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Shield offering
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Cisco Hardware, 
Software and Support 
Portfolio

Spotit Project Services 
and Consultancy

Spotit Managed and 
Support Services.

Shield 
Community  
Engagements

S P O T I T  O F F E R I N G  F O R  S H I E L D  M E M B E R S
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O p e r a t i o n a l  S e r v i c e s

Flexible Service Model

MANAGED SERVICE

ADVANCED SERVICE

BASIC SERVICE

24*7 Full Managed Service, including incident, 
problem, change, release, capacity and service 
management.

Spotit Service Desk and optional retainer 
added to the basic service.

Based on Cisco Solution Support. 

Spotit
ownerships 
and added 
value



W h y  w o u l d  y o u  g o  f o r  t h i s  o f f e r ?

• Strong Cisco portfolio tailored to the healthcare & education market
• Spotit expertise & innovation combined with a flexible service offering
• Aggressive discounts
• Highest quality services
• Human-to-human approach
• Local service delivery
• Big enough to deliver, small enough to care
• Strong partnership Cisco - spotit

Spotit offer for Shield



• 20-03-2025
• Communicatieloft Gent
• Be present to learn more

• about the 2025 threat landscape 
• and how to defend your 

business
• For IT decision makers where 

cybersecurity is a focus or 
priority

• Visit spotit website
→ Cybersecurity Seminar | Spotit

C y b e r s e c u r i t y  
S e m i n a r  2 0 2 5 :  
T r e n d s ,  I n s i g h t s  
a n d  E x p e r t  
P e r s p e c t i v e s

INVITATION

https://www.spotit.be/evenementen/cybersecurity-seminar/


To g e t h e r
w e  c a n .



L E T ’ S  C O N N E C T

@spotitbvlinkedin.com/company/spotit

www.spotit.be

info@spotit.be

+32 (0)9 394 44 41

LOCATIONS

SPOTIT HERK-DE-STAD
Steenweg 3, Blok 402
3540 Herk-de-Stad
Belgium

SPOTIT ANTWERPEN
Noorderlaan 133/ 38
2030 Antwerpen
Belgium

SPOTIT HEADQUARTERS
Guldensporenpark 30/C
9820 Merelbeke
Belgium

CONTACT INFORMATION

SOCIAL MEDIA



Cisco Security for Healthcare
Zero Trust & Resiliency

Gert Tilburgs – Systems Engineer Security @ Cisco



© 2024  Cisco and/or its affiliates. All rights reserved.   

-

Healthcare resilience is the 

ability to adapt before, during, 

or after disruptions to ensure 

continuous patient care — no 

matter the circumstances

Zero Trust Resiliency

‣ Never assume trust

‣ Always verify

‣ Enforce least privilege
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Campus: Establishing Trust
Limiting the network to authorized devices & users

Identity Services Engine
Policy Server for Network Access Control

Authentication
802.1x & MAB
Limiting the network to Trusted devices only.

Workplace

8
0
2
.1

X

On-Prem Security

Backend 
Database

i.e Active Directory / 
Certificates

Identity Services Engine

Zero Trust Access Control

Internet

Private Cloud

Internet Applications

Private Applications

Datacenters



© 2024  Cisco and/or its affiliates. All rights reserved.   

Cisco Confidential

Campus: Establishing Trust
Limiting the network to authorized devices & users

Identity Services Engine
Policy Server for Network Access Control

Authentication
802.1x & MAB
Limiting the network to Trusted devices only.

Workplace

8
0
2
.1

X

On-Prem Security

Backend 
Database

i.e Active Directory / 
Certificates

Identity Services Engine

Zero Trust Access Control

Internet

Private Cloud

Internet Applications

Private Applications

Datacenters

Manageable?

Vulnerable?
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Multi-Factor Classification on ISE

Feed Service

(Online/Offline)

Device Type Model OSManufacturer

Cisco Arlo

Apple Lenovo

IP-Phone Camera

Laptop Laptop

IP Phone 

7980 Pro wireless Cam 

MacBook Pro Thinkpad 540

iOS Linux

macOS 12.0.1Windows Enterprise

ISE

DS

DS

3rd Party

Context

Shield Device Database 

& Risk Scoring!
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Campus: Establishing Trust
Segmentation on the Network

Identity Services Engine
Policy Server for Network Access Control

Authentication
802.1x & MAB
Limiting the network to Trusted devices only.

Workplace

8
0
2
.1

X

On-Prem Security

Backend 
Database

i.e Active Directory

Identity Services Engine

Zero Trust Access Control

Camera

Employee
10.20.10.0/24

Internet

Private Cloud

Internet Applications

Private Applications

Datacenters

access-list 102 deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165

access-list 102 deny udp 32.124.217.1 255.255.255.255 lt 907 11.38.130.82 0.0.31.255 gt 428

access-list 102 permit ip 64.98.77.248 0.0.0.127 eq 639 122.201.132.164 0.0.31.255 gt 1511

access-list 102 deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945

access-list 102 permit icmp 136.196.101.101 0.0.0.255 lt 2361 90.186.112.213 0.0.31.255 eq 116

access-list 102 deny udp 242.4.189.142 0.0.1.255 eq 1112 19.94.101.166 0.0.0.127 eq 959

access-list 102 deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 lt 4993

access-list 102 deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 lt 848

access-list 102 deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

access-list 102 permit icmp 100.211.144.227 0.0.1.255 lt 4962 94.127.214.49 0.255.255.255 eq 1216

access-list 102 deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111

access-list 102 deny ip 167.17.174.35 0.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175

access-list 102 permit tcp 37.85.170.24 0.0.0.127 lt 3146 77.26.232.98 0.0.0.127 gt 1462

access-list 102 permit tcp 155.237.22.232 0.0.0.127 gt 1843 239.16.35.19 0.0.1.255 lt 4384

access-list 102 deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246 0.255.255.255 eq 2165

access-list 102 deny udp 32.124.217.1 255.255.255.255 lt 907 11.38.130.82 0.0.31.255 gt 428

Security Policy based on IP address 

No Microsegmentation Not Scalable Difficult to Manage
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Micro-segmentation using Scalable Group

Applications

VLAN
Medical

VLAN
Data

VLAN
IoT

Security Policy based on IDENTITY

HR Users

21°

Building Mgmt 

Staff

IT Contractors IoT

10.10.10.x/24 10.10.40.x/24 10.10.50.x/24

Can you tell who is allowed to talk to who?

Virtual Network Users VN IoT

Security Policy

Medical
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Campus / Branch: Enforcing Trust Based Access
Define Who can do What on the Network

Branch

Employee

HQ / Large Site

Voice

Employee

On-Prem Security

Identity Services Engine

Zero Trust Access Control

Camera

Cisco Secure Firewall

Zero Trust Policy Enforcement

Internet

Private Cloud

Internet Applications

Private Applications

Datacenters

Security Group based Policy

Inline SGT propagation only supported on Cisco Secure Firewall
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Cisco Secure Firewall Hardware Portfolio

Data CenterSMB Branch Office Mid Enterprise Service Provider

All appliances can run either ASA or FTD applications, FP9300 can run both on different SMs

Large Enterprise

1010 1120/40/50

3105/10/20/30/40 4112/15/25/45

9300 Series

SM-40

SM-48

SM-56
4215/25/45

890 Mbps 

AVC+IPS
2.3-5.3 Gbps AVC+IPS 6-9 Gbps AVC+IPS

19-53 Gbps AVC+IPS

16-node cluster:

Up to 678 Gbps AVC+IPS

55-68 Gbps AVC+IPS

16-node cluster:

Up to 950 Gbps AVC+IPS

10-45 Gbps AVC+IPS

5.5 - 39.4 Gbps IPsec VPN

8 Node Cluster:

Up to 288 Gbps AVC+IPS

65-140 Gbps AVC+IPS

45-140 Gbps IPsec VPN

16-node cluster:

Up to 1.7 Tbps AVC+IPS

1200
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Firewall Policy Optimizer
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Secure IPS based on SNORT 3
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Encrypted Visibility without Decryption

Encrypted Visibility Engine (EVE): Generates 

unique fingerprints for client applications 

based on outer packet fields, and use for 

policy matching and context enrichment

TLS Client Hello

TCP/TLS 192.168.2.110/34624->172.16.45.200/443 

TCP/TLS 192.168.2.110/21013->203.0.113.154/443 

Confidence: 99.94%

Process: firefox.exe

Version: 76.0.1

Category: browser

OS: Windows 10 19041.329

Destination FQDN: cisco.com

Confidence: 100%

Process: tor.exe

Version: 9.0.2

Category: anonymizer

OS: Windows 10 19041.329

Destination FQDN: nsksdlkoup.me

TLS Client Hello
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Internet

Private Cloud

Branch

Employee

Remote workers

HQ / Large Site

Voice

Employee

On-Prem Security

Identity Services Engine

Zero Trust Access Control

Cisco Secure Firewall

Zero Trust Policy Enforcement

Datacenters

Camera

Hybrid Work: Extending Trust based Enforcement

Unify policies for Secure Internet and Private Access
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Internet

Private Cloud

Internet Applications

Cisco Secure Access

Security Services Edge

                     

     

Branch

Employee

Remote workers

HQ / Large Site

Voice

Employee

On-Prem Security

Identity Services Engine

Zero Trust Access Control

Cisco Secure Firewall

Zero Trust Policy Enforcement
Private Applications

Datacenters

Cloud Security

Camera

Hybrid Work: Extending Trust based Enforcement

Unify policies for Secure Internet and Private Access
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Am I capable of detecting, reporting and recovering from a 

breach?
NIS2 & Compliancy

Resiliency
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Data collection
Rich telemetry from the existing 

network or Cloud infrastructure 

NDR using Cisco Secure Network Analytics
Network Detection & Response

Global threat intelligence 

(powered by Talos)

Intelligence of global threat campaigns 

mapped to local alarms for faster mitigation

Behavioral modeling
Behavioral analysis of every activity within 

the network to pinpoint anomalies

Encrypted Traffic Analytics
Malware detection without any decryption using 

enhanced telemetry from the new Cisco devices

SNA

Netflow

SPAN

VPC logs

GCP logs

NSG logs

ISE

Firewalls

Proxies

DHCP

Active Directory

ETA

Security Event Detection

Initial check for the real threats like Ddos, Packet floods etc.
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Data collection
Rich telemetry from the existing 

network or Cloud infrastructure 

NDR using Secure Network Analytics
Network Detection & Response

Global threat intelligence 

(powered by Talos)

Intelligence of global threat campaigns 

mapped to local alarms for faster mitigation

Behavioral modeling
Behavioral analysis of every activity within 

the network to pinpoint anomalies

Encrypted Traffic Analytics
Malware detection without any decryption using 

enhanced telemetry from the new Cisco devices

SNA

Netflow

SPAN

VPC logs

GCP logs

NSG logs

ISE

Firewalls

Proxies

DHCP

Active Directory

ETA

Security Event Detection

Initial check for the real threats like Ddos, Packet floods etc.

Behavior Analytics: Dynamic baselines = relevant anomalies

Threshold

Anomaly detected in 

host behavior
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Ransomware campaigns are multi-vector

A well-tailored and 

personalized email 

causes a user to click…

Which goes to a 

questionable website…

Which leads to a strange 

process being created locally 

on the user’s device…

That process will connect 

to another machine or 

directly to their data

Email DNS User device Machine

NDR

Cisco Secure 

Analytics
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Siloed Detection & Response

Without XDR: xx minutes

2. Investigate incidents in multiple consoles

Product 

dashboard 1

Product 

dashboard 2

Product 

dashboard 3

Product 

dashboard 4

3. Remediate by coordinating multiple teams

Product 

dashboard 1

Product 

dashboard 2

Product 

dashboard 3

Product 

dashboard 4

1. IOC/alert
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Your Infrastructure

SIEM/SOAROthers

3rd party tools Intelligence

Cisco & 3rd party

ApplicationsCloud

Network Endpoint

Your SOC

CISO
SecOps 

Analyst 

Incident 

responder

Clear 

prioritization 

Streamlined  

investigations

Automation and 

response guidance

Open and 

extensible 

Built on the Cisco security platform

Email

Identity

Simplify with Cisco XDR  

Prioritize

by impact

Speed up 

investigations

Accelerate

response

Detect 

sooner
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Correlation with 
attack chaining

• Alerts from XDR and integrated products 
are correlated prior to becoming XDR 
incidents.

• Alerts with common indicators are 
combined into attack chains.

• New alerts are also appended to 
incidents as they occur over time.

• Analysts can also link incidents together 
for manual correlation.
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XDR Response playbooks

• Bring the ability to take immediate 
response actions into the incident 
manager.

• Powered by out of the box XDR 
Automation workflows.

• Broken down into four stages:

Identify

Contain

Eradicate

Recover
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