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Security for the fleet and the infrastructure ‘

Dell Trusted Workspace Dell Trusted Infrastructure

PCs Servers Storage Data Protection
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World’s most secure commercial PCs* Infrastructure designed with security in mind
Hardware and software defenses for secure anywhere-work Robust security features built in including zero trust principles.

Services

Comprehensive expertise to prepare, detect, respond and recover

1Based on Dell internal analysis, October 2024. Applicable to PCs on Intel processors. Not all features available with all PCs. Additional
purchase required for some features. Validated by Principled Technologies. A comparison of security features, April 2024.
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Prepare for the =\
Worst-Case Scenario e )
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If a focused entity really wants to
get into your system, they have a
really high probability of success.”

Adm. Michael Rogers, former director of NSA and
commander of U.S. Cyber Command
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Mature security and resilience

To be successful, you need both

Security

Improve your security posture and reduce

cyber risk by streamlining adoption, Reduce risk
implementation and management of

security tools and processes. Build trust
Reduce cost %)Ke
Increase productivity
Reduce downtime Resilience

Fuel innovation Regularly assess business risk and
resilience strategies, refining policies and
procedures to reduce planned and
unplanned downtime.

D<A L Technologies

4 Copyright © Dell Inc. All Rights Reserved.



Actively identify and address
potential security incidents
and malicious activities.

Threat funnel for
cybersecurity
& resilience

Reduce The
%’l\e Attack Surface

$ Detect & Respond

To Cyber Threats

Recover From

O
A Cyberattack

Minimize the vulnerabilities
and entry points that can be
exploited to compromise the
environment.

Restore the organization as
quickly as possible while
minimizing disruption.
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Dell Trusted
Workspace

Secure anywhere-work
with hardware and
software defenses built for
today’s cloud-based world

7

The world’'s most secure
commercial Al PCs*

pyright © Dell Inc. All Rights Reser\'i.

Software to improve the
security of any fleet




Integrated Endpoint Security

CHALLENGE

IT-Security Gap

Emerging attack vectors can bypass traditional
software-only security.

SOLUTION

Hardware-Assisted Security

The PC manufacturer works directly with partners
to develop integrations.

| .
(Ws® ndustry-leading software security™

Only Dell integrates with
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What Modern Endpoint Security Looks Like
How Dell Can Help

Software
Security

Hardware &
Firmware Security

pr—

| Integration

Core
Silicon

Secure PC Foundation
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An End-to-End Solution

/ABSOLUTE

Script library

Q Dl Trasted Device Img:

ITOps

- Microsoft |
Intune

Software CrowdStrike Flacon
Security + Absolute UEM consoles
Microsoft Intune

YGROWDSTRIKE

The OS
Dell Trusted Device Application (telemetry)
Hardware &
. . . . Dell SafeBIOS
F”’mware Secu r|ty e PC secu r|ty Ieve I‘aglng |nte| Indicators of Attack ¢ BIOS Verification » Image Capture » CVE Detection

Dell Manageability Solutions
Dell Client Command e Dell Trusted Update Experience

A
Core silicon features Technology (TDT)
Silicon T T

intel

vPRO
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Secure PC Foundation . gecyre development lifecycle (SDL)

S N - Secure supply chain
i
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Advanced Threat Protection

Broad portfolio of third-party software

N

cnownsleE ABSOLUTE Secureworks

Ecosystem of best-of-breed partners
to offer customers flexibility and
choice through a broad portfolio of
software solutions

netskope .mtﬁrr?édt splunk
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Principled Technologies found that
Dell BIOS-level security

wins vs. peers

World’'s Most Secure
Commercial Al PCs”

Dal™ commisskaned Principled Technologies to stk
managamant spaca:

e 10 seourity features in the PC sacurity and system

* Suppart far moritoing selutions
+ BICS sacurty and peatactien featueas
= Platform inagrity vakdation
= Danvica Intagyity validation via off.site measUramants

= Camponent intagrity vabdation for Intal® Managemant Engina (ME) wia off-site measumments

= BIOS image capture for analysis

= Buili-n hardwara cache far monitaring BIOS changes with sacurity information and ewent
maragamant (SIEM] itegraticn
* Microgalt Infura managamsrnt

= BICE sate ions for Intuna

PREANGgETANt integ

= BICH access managemant sacurity erhancemaents for Intune
* Ramota managemant

= Intal ¥no® remote managemant

= PC managamsnt using callular data

Theese features '{|:,! on manufacturar-anabled communcation batwean the hardware ard the op uting systam
105}, W raviawed publicy available markating claims and faatune decumentatian for threa Winda
aquipmant manufacturars [OEMs): Dall, H9, and Lenave®. Many of tha Dl features relate to the Del Tsted
Danvica JP'.‘J tan.

In this report, wa indicata that an OEM suppors a gvan featura if its publishad matenals mertion that faatun is
prasent. W have done cur bast arming which faatures each GEM supports, using a varkaty of search tarms
and brand-spacfic phasing ta locate features. Same of the features wa mark as baing absent might ke presant
bart nait coverad in the OEM marketing o documantation. [t is also possible that, despite cur bast efforts, we
missed ar averl cobed same features that the OEM marketing ar documantation doss address.

Desktops Workstations Read the Study

D&LLTechnologies ~ intel
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https://www.principledtechnologies.com/Dell/OEM-security-feature-comparison-0424.pdf

Hardware-Assisted Securit
Dell | Intel | CrowdStrike

- -
= @, Investigate | BIOS Prevalence [] Q Search | @& Charlo

_ = Filters  Nofilter €3 Parameters
Manufacturer verified Tdays v} High prevalence Tdays v} M

\QROWDSTRIKE Demo the
In-memory exploit 0) | U t| on Unique 8105 by vendor T i Prevaence by 8105 image hash

detection capabilities BoSMaatue Hosts UniqueHashs

Dell Inc. 14 26
E ] BIOS Manufacturer

S S d Dellinc. 1000% 26

telem etry Host prevalence by hash
BIOS Manufacturer Prevalence Manufacturer Verified T Hosts BIOS ID BIOS Version BIOS Image Hash
Dell Inc. Unknown/NA Bios Verification was not performed 1 - 1.211.1 d971ef6073f6a8bcf
Dell Inc. Unknown/NA Bios Verification was not performed 1 - 1.18.9 5bd32de514561f3e
Dell Inc. Unknown/NA Bios Verification was not performed 1 - 1.34.0 a465793d586aaff8b
Dell Inc. Unknown/NA Bios Verification was not performed 1 - 1.16.0 68f da4a40b279480e
Dell Inc. Unknown/NA Bios Verification was not performed 1 - 1.16.9 54e86737116708998,

o Dell Inc. Unknown/NA Bios Verification pass 1 - 1.15.0 9bb7b249896a2 c7dd!

More than a dozen
Intel vPro optimizations

All Rights Reserved.
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Endpoint Manageability

Dell | Intel | Microsoft Intune

icrosoft Intune admin center

A Home
£4) Dashboard
All services

3 Devices

Apps

¢

Endpoint security

J Reports

LG

Users

ke Be

Groups

3 Tenant administration

A Troubleshooting + support

Telemetry integrations streamline management

Hom devic

» Devices | Partner portals

v By platform & D
M Windows
Bl 0s/iPad0S
[

Device onboarding

Manage devices

[ Configuration
Compliance

© Conditional access

= Scripts and
remediations

Group Policy analytics

eSIM cellular profiles

preview)
Policy sets
[ Device categories

7' Partner portals

Most manageable commercial Al PCs*

F

Dell Management Portal

Secure, monitor and manage your Dell devices

Surface Management Portal

Manage your Surface devices and warranties

Dell Trusted
Device Demo

All Rights Reserved.

D&LLTechnologies  Management Portal

Dashboard Devices Policies

Back to Apps

Dell Client Device Manager

Stay in control of what comes into your environment. With Dell
Chient
modules to keep your users secure, productive, and compliant

wice Manager, you can select the best combination of

[ Version: 1.5
£ File name: Dell-Client-Device-Manager-WIN_ADD EXE
[£] File size: 200-294MB

& Important information:
Dell Client Device Manager will require M
Runtime 8.0 and ASPNET Core Runtime 8.0
Dell Client Device Manager installer does not install the
Microsoft NET Framework

@ Engiish and 23 other languages

ft NET Desktop

Techbirect Autopilot

15 Ready to publish a0

Dell core services (200 M8 - Required)

Updates (50 MB)

W'l check for and install the latest updas

shedto  Devices pubk

oach of your managed PCs

J_Hibbe

[ Secuity (44M8)

Wl verty your device's intecrity with below the-0S nsights, ensuring thet your BIOS and femware haverit been altered s

changed unerpectedly.

@ Share my usage and device diagnostics for better senvice and support

Your data s always availabie upon request

By continuing with this Installstion, you acknowledge that you have read, understood, and aqree to Dells telemetry

What is Dell Management Portal for Microsoft Intune?

Amplify control over your Dell devices. Access BIOS passwor

10 stay compliant, saving you time and hassle.

@ o (U v [ conactus

ions of our IT apps

them

d easily publi

DAL Technologies

About Del
Dell Technologies Support
Services Privacy Statement
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World’s most secure commercial PCs* Infrastructure designed with security in mind
Hardware and software defenses for secure anywhere-work Robust security features built in including zero trust principles.

Services

Comprehensive expertise to prepare, detect, respond and recover

1Based on Dell internal analysis, October 2024. Applicable to PCs on Intel processors. Not all features available with all PCs. Additional |
purchase required for some features. Validated by Principled Technologies. A comparison of security features, April 2024. MLT@ChﬂdOQIGS
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The Data Layer Is the focus of many attacks

Network layer

Multiple layers of security controls
to protect your critical assets

p
/. ) Is your data layer cyber resilient?

© Gopyright 2023 Dell Inc | D<A L Technologies



Best Data Protection and Recovery Strategy

.mmutability

Preserve oriiinal

~

.
Isolation
Phisical / Ioiical

ML & analitics

ntelligence
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Secure Dell Storage solutions

O Data isolation
Network separation with
air-gapped vaults

Data immutability
Secure snapshots for

granular recovery at scale

Intelligent detection

v\ r 7 Monitors storage and
h |( data access for malicious
activity to improve recovery

pppppp

Federal certifications
STIG hardening, US DoD APL, IPv6

USGve, Common Criteria, FIPS 140-2

Built in security

Hardware Root of Trust, secure
boot, digitally signed firmware
updates

Authentication and access
Role-based access control and
multi-factor authentication

Data at rest encryption
Self-encrypting media and
key management



%@ Intelligence. Detect Fast and with Confidence!

Static Analysis

Behavior Analysis Full Content analysis

Hashing on the way-in

Sandboxing

Hash query engine

------------------- DATA CENTER ---sosememmememeneces

Anomaly
analysis
Primary @ Backup
Storage appliance AIRGAP
» ) - ‘\’

TR W i . '
Immutability o©O- Isolation \I{f? Intelligence

B III

© Copyright 2023 Dell Inc. D@LLTEChﬂOlO'giE‘S



Multi-Layer Intelligence
with Incident correlation and APl-based automation

Analysts

and Hunters 24/7 Global SOC

Certified and Experienced Analysts

Noise Reduction / Tuning
Network laye,

Perform Complex Investigations

Expertise to identify attack patterns
Isolate or take actions on devices
Threat Hunting

Quarterly Reports

Two-way threat alerting and response
between Security Operation tools

D<A LTechnologies
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Defining Cyber Resilience

The perception is that this is enough...

Immutability

Isolation

Intelligence

Multiple reports following real world events have
indicated that technology alone is simply not
enough.

21
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Dell Technologies Cyber Resilience Capabilities:

Immutability

Isolation

Intelligence

Telemetry Driven
Confidence Driven
Knowledge Driven

MDR including IRR

Ready-to-use infrastructure

Secure Supply Chain
D<A LTechnologies



Cyber Resilience as an Outcome

1) Forrester: The Total Economic Impact Of Dell PowerProtect Cyber Recovery

Up to 75%

Recovery Time MVC reduction in
l O

downtimel

Recovery Time MVC

Resilient businesses
1

100
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[ | I u I L} I u I [ | I u I L} I [ | I u I u J

Minimum Viable
Operating Level

Operating Level

Incident m Ad-hoc Restore  m Resilient Business Restore

Recovery initiated
D<A LTechnologies

https://www.pwc.co.uk/risk/assets/pdf/cyber-recovery-whitepaper-bridging-the-recovery-gap.pdf
22
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Security for the fleet and the infrastructure ‘
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World’s most secure commercial PCs* Infrastructure designed with security in mind
Hardware and software defenses for secure anywhere-work Robust security features built in including zero trust principles.

Services

Comprehensive expertise to prepare, detect, respond and recover

1Based on Dell internal analysis, October 2024. Applicable to PCs on Intel processors. Not all features available with all PCs. Additional |
purchase required for some features. Validated by Principled Technologies. A comparison of security features, April 2024. MLT@ChﬂdOQIGS
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| | De |( ) ' ‘) Guardia of th t
Jamr e\ [ PN
Largest security company you’ve never heard of T SN ETE e

—_\

Size dexperience

?) Embeddedssourity

e () CCISO CNDA CHFI
) Partrnerships

| TVESTIGATOR

( Certified Informati < : Certified Data P
CISM s:::l:r=:y NFa:;germn CDPSE. Sciutions Eanglnélgracy ‘ ""‘ I I IL g HTCIA
An ISACA Certification An ISACK Certification 5
Certified

I ~ l-O n Certified Information
B Network Systems Security Professional Information
CISSP

Security CISSP. B | Systems Security

Expert An (ISCY Certification Professional

[E3Z3 Engineering

5 Service / support




Thank you

Let’s connect on the Dustin & Dell booth
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