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About me
Koen Verbeke

* Master of Business and Information Systems
Engineering (KU Leuven)

e Former CTO at CRANIUM

e Lecturer & researcher at Howest

e Lead Auditor at Brand Compliance

Certified DPO

Certified NIS2 Directive Lead Implementer
Certified ISO/IEC 27001 Lead Auditor
CyFun Auditor (in progress)



https://www.cranium.eu/
https://www.howest.be/en/programmes/bachelor/cybersecurity
https://brandcompliance.com/

Some numbers




NIS2 scope & application

service criterion

Sectors of high criticality

* Energy

* Transport

e Banking

* Financial market
infrastructures

* Public health

* Drinking water

* Waste water

* Digital infrastructure

* |CT service
management

* Public administration

* Space

Other critical sectors

* Postal and courier
services

* Waste management

* Manufacture,
production and
distribution of
chemicals

* Food production,
processing and
distribution

* Manufacture (e.g.,
medical devices)

* Digital providers

* Research




NIS2 scope & application

service & size-cap criteria

Annex |: Sectors of high criticality Annex II: Other critical sectors
Entity type + size criterion * Entity type + size criterion

Oo0P000<S 0O 006060060

Large company Medium-sized company Large company Medium-sized company
staff headcount of staff headcount of staff headcount of staff headcount of
at least 250 FTEs at least 50 FTEs at least 250 FTEs at least 50 FTEs
or or or or

> € 50m annual turnover > € 10m annual turnover / > € 50m annual turnover > € 10m annual turnover /
and € 43m annual balance annual balance sheet total and € 43m annual balance annual balance sheet total
sheet total sheet total

l l l l

Essential Important Important Important
entity entity entity entity

Source: The NIS2 Law | CCB Safeonweb



https://atwork.safeonweb.be/nis2

NIS2 requirements
to strengthen cyber resilience

[ Information sharing and collaboration with authorities ]
1. Adoption of 2. Timely 3. Training of
appropriate notification of members of
cybersecurity significant management
measures incidents bodies

\_ NG NG /

Regular conformity assessments




Cybersecurity measures
appropriate & proportionate

NIS 2: an all-hazards approach that aims to protect network and information systems and
the physical environment of those systems from incidents. The law requires appropriate and proportionate
measures to be taken based on the entity’s risk assessment. These measures include at least:

: I

Policies on risk analysis Incident Business continuity Supply chain Security in network and

and information system handling and crisis security information systems

security management acquisition, development
and maintenance,
including vulnerability 9=
handling and disclosure é

A coordinated
vulnerability
disclosure
—a Q g — . policy
(&) % P %5 & &7
o_ IG = a

Policies and Cyber Policies and Human resources Multi-factor authentication

procedures to assess hygiene and procedures security, access solutions, secured com-

the effectiveness of cybersecurity regarding control policies and munications and secured

cybersecurity risk- training cryptography and, asset management emergency communication

management measures where appropriate, systems within the entity,

encryption where appropriate

These security measures can be implemented using the CyberFundamentals
(CyFun®) or ISO 27001 reference frameworks.

Source: The NIS2 Law | CCB Safeonweb



https://atwork.safeonweb.be/nis2

Accountability of management bodies
obligations and responsibilities

Under NIS2, management bodies:

Are liable for infringements Follow training & encourage
by their entity their employees to follow

- similar training

Oversee the implementation

of cybersecurity risk- Approve cybersecurity risk-
management measures management measures

Without prejudice to the rules on liability applicable to public
institutions, as well as the liability of civil servants and elected or
appointed officials.

Source: The NIS2 Law | CCB Safeonweb


https://atwork.safeonweb.be/nis2

How to demonstrate compliance?
choose wisely

ISO/IEC 27001




The West Flanders scenery

sint-lucas ,

220 az \Z N
.: Oostende ; Sift-cal

Information security related to
ICT processes within the
hospital's infrastructure,

DevOps, application
management, and service desk
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Information security related to
patient data required for
diagnosis, treatment, and care,
as well as the data of
employees and visitors within
all hospital processes.




ISO/IEC 27001:2022

requirements for an ISMS

* Requirements (clauses) are expressed with the verb “shall”.
INTERNATIONAL ISO/IEC
STANDARD 27001

 Annex A contains 93 information security controls categorised into
four groups (organizational, people, physical & technological controls).

Third edition
2022-10

* Organisations can obtain certification against this standard.

Information security, cybersecurity
and privacy protection — Information

security management systems —
Requirements

Séeurité de I'information, eybersécurité et protection de la vie

privée — Systémes de management de la sécurité de Minformation —
Exigences

Planning

ACT DO

Improvement Operation

CHECK

Performance
evaluation




Certification

::. | Brand
Compliance

IAF AB CB organisation

definition accreditation certification application

E;

ISO/IEC E ISO/IEC 27001
E




3-year audit cycle

[ 03/2025 ] [ 04/2026 ] [ 04/2027 ] [ 04/2028 ]
Start initial 1.St 2nd surveillance e L.
. surveillance . Recertification
audit Sudit audit

[ 03/2025 ] [ 04/2025
Certification
decision
Initial audit
Stage 1

Initial audit
Stage 2




Conformity Assessment Bodies
also known as Certification Bodies

""‘ CYBERSECURITY Overview of Conformity Assessment Bodies (CAB) authorised to perform conformity assessments in a Belgian NIS2 context

v

v . 4 v v
W - . S —— - — - ——
- - - -

—-——g-

Hambakenwetering 8D2

IBrand Compliance B.V. 5231 DC ‘S Hertogenbosch ISO/IEC 27001:2022 ISO/IEC 17021-1:2015 RvA C548 2027-05-01
Nederland

Source: Overview CABs authorized for NIS2 related CA 2025-01-27.pdf



https://atwork.safeonweb.be/sites/default/files/2025-01/Overview%20CABs%20authorized%20for%20NIS2%20related%20CA_2025-01-27.pdf

CyberFundamentals Framework
also known as CyFun

140 controls

Recover

117 controls Governance

34 controls Respond

(R—

KA Version: 2024-01-08
RS
Qgﬁ CYBERSECURITY

Healthcare Commonskill Common skill Common skils Extended skils Extended skl
Organization ice (/S = 3/2/1) 3 A;’;c e;;‘pe Competitors '::‘::’I’;'s';‘ Terrorist | cyber Criminals | "21o7 2t
Cyber Attack Category f:;::; Impact prob | miskscore | prob | Riskscore | prob | miskscore | prob | iskscore | prob | Risk Score
Sabotage/ Disruption (DDOS,...) 2 High Low 0 Med 30 Med 30 Low 0 Med 30
Information Theft (espionage, ..) 2 High Low 0 Low 0 Med 30 Med 30 Med 30
Crime (Ransom attacks) 1 High Low 0 Low 4 Low 0 High 30 Low 0
Hactivism (Subversion, defacement...) 1 Low Low 0 Low 4 Low o Low 0 Low 4
Disinformation (political influencing) i Med Low 0 Med 75 Low 0 Low o Low 0 Score
Total Total 0 375 60 60 60 217,5 ESSENTIAL

Source: CyberFundamentals Framework | CCB Safeonweb



https://atwork.safeonweb.be/tools-resources/cyberfundamentals-framework

CyberFundamentals Framework
also known as CyFun

Type of assessment

Assessment method

Performed by
Accreditation standard
Frequency

Assurance evidence

Verification

Verification of
self-assessment

Accredited CAB
ISO/IEC 17029
2,5 -3 years

Verified claim

Verification

Verification of
self-assessment

Accredited CAB
ISO/IEC 17029
2,5 -3 years

Verified claim

Certification

Certification audit

Accredited CAB
ISO/IEC 17021-1

3-year audit cycle

Certificate

O

Governance




War stories from auditors
avoid these pitfalls
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Risk management

Lack of criteria
* High-level description

Too ambitious
 KPIs are not smart * One-time effort
e Unclear link with e How to assess
information security
controls

e Sprint until
improvement?

certification

e We must monitor &

measure everything

Password management
* Too strict

requirements

* MFA always &
everywhere




Timeline
for essential entities

2024 2025 2026 2027
I I ) ) G
18 18 18 18 18
. . |
Entity Registration

*In case of formal identification,
the timing starts from the notification
of the administrative decision

General deadline: BRELEELECE @S

Digital sectors deadline:

Security Measures & Incident Notification

Cybersecurity risk-management measures; Improvement of measures following incidents; Cybersecurity Training

Mandatory notification of significant incidents; Voluntary notification of other incidents, cyber threats and near misses

. . . . (or inspection
Progressive Implementation & Supervision (or inspection by the CCB)
by the CCB) ) )

CyFun

CyFun H CyFun
I ESSENTIAL
BASIC IMPORTANT Certified

Verified Verified n

CyFun® ESSENTIAL

CyFun CyFun g
— Choose your framework amic mmm Mered |
! '] Verified Verified
— Start |mp|_ement|ng or CyFun® IMPORTANT 8 =
complementing
cybersecurity measures
— Only a verification or
certification (not the label) CyFun® BASIC
grant a presumption of
conformity

ISO/IEC 27001

Source: The NIS2 Law | CCB Safeonweb



https://atwork.safeonweb.be/nis2

Closing nugget
ENISA NIS360 2024

Criticality Dimensions SCORE urity Dimension: . -k
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Source: ENISA NIS360 2024 | ENISA



https://www.enisa.europa.eu/publications/enisa-nis360-2024

Brush up on your security!

Implement. Protect. Stay Ahead.
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