


Agenda

= 14:00 - 14:10: Opening by Wim Bijnens (CEO Shield vzw)

= 14:10 — 15:00: Shield update

= 15:00 - 15:30: Henk Dujardin, CEO Cyber Security Coalition
= 15:30 - 16:00: Break + Meet our partners

= 16:00 — 17:00: Partner updates: Toreon & Nviso

= 17:00 - 17:30: Community update

= 17:30 — 17:40: Wrap up by Wim Bijnens (CEO Shield vzw)

= 17:40 = 19:00: Network drink + Meet our partners
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Security Assessments

©

To plan Intake Assessment Reporting Delivered
UHasselt EpiCURA* Maria Middelares Gent* AZ Herentals* AZ Klina
Bermhertigheid Jesu OPZC Rekem* UZ Leuven* AZ Mol

Clinique Saint-Luc Bouge* VITAZ* OLV-ziekenhuis Aalst* Ziekenhuis Geel
Humani* Sint-Jan Brugge* Noorderhart* Jessa*

Grand Hopital de Charleroi* GPN SON ZAS* Sint-Trudo Ziekenhuis

Vivalia* Jan Yperman* Sint-Franciscusziekenhuis
Saint-Pierre Ottignies* CHR Haute Senne* AZ Vesalius

AZ Sint-Maarten* AZ Sint-Lucas* Z0L

AZ Voorkempen* Fond’'Roy* AZ Delta

Psych. ZH Bethanié*

CHC MontLégia*

Psych. Zorgcentrum Geel*

Hopital Erasme*

CHU Saint-Pierre*

AZ Oostende*

Broeders van Liefde

Asster vzw

Sint-Andries Ziekenhuis Tielt

* POC selected hospitals
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Making requirements manageable ©

Focus on 25% of total

Vereisten , ,
essential requirements (54
250
of 219)
72 ~
200 Key measures (Essentials >4
103 Cyfun Framework) (16 D
150 requirements) |
q
. N
100 Basic (CyFun framework) 8
(38 requirements of which 3
50 = 9 —— 13 are key measures) 2
21 s 00 -
— R
0 |
KM Basic KM Essential Essential 8
Basic KM Important Important g
. . Q
The numbers of requirements set up in the CyFun framework. -
These ensure that a risk to the organization is mitigated. T
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Security Assessments (process)

1 S

Feedback is positive [ Current scope finalized end Q1 2025
(Wave 1)
d Outcome input for community
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Manageable Approach O,

Governance

»  Setting up a structure

«  Control framework (CyFun/IS027001) - ISMS (Information Security Management
System)/PMS (Privacy Management System)

-+ Implementation based on templates (drawing up policy documents or processes)
Risk

» Registration (establishing a risk register)
Compliance

* Internal audit
— At the same time, we would like to work on the 'minimum standard’ for the sector
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White paper ISMS tooling

Joub it - i o i
WY R S 7T M kY
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Scan me
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Based on extensive experience and ease of
use, the author prefers the use of the
following tools with a focus on the future
reference architecture:

1. Compliance management tool: Anove

2. Document management tool: Confluence
3. Project management tool: Jira
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GRC Value Proposition O,
I el o

compliance measuring tool by expert

Total costs 60 MD 53 MD

* estimation of effort

Template documentation **x 1MD Document management accountable, CISO, DPO i
)

-4 Alignment of (templated) documentation by 24 MD 40 MD Engineer (Infra / application/ Workplace/ Security) ~a
g expert CISO, CIO, CEO, DPO, CHRM, Purchasing admin HR )
Z;: admin g
8 Implementation of (templated) documentationby 10 MD 2MD Quality accountable, Document management p)
expert accountable, CEO ﬂl'
15 example risks 2MD 1 MD CISO S
Evaluation of the risk assessment (review and 10 MD 2MD CEOQO, CIO, DPO (Q\|
applicability of 15 example risks) by expert N
Review and registration of risk register by expert 2MD 1MD CISO, DPO t
1 Execution of internal audit by expert 10 MD 5MD Engineer (Infra / application/ Workplace/ Security) I‘:

8 CISO, CIO, CEO, DPO, CHRM, Purchasing admin HR |
8 admin )
Q +—
= Implementation and/or configuration of 2MD 1MD Quality accountable, DPO, CISO (qV)
o O
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Importance of data

g G

Awareness

Insight Compliance

Risk Management Decision Making
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ashboard

Ve
Organisatie Key Measure Maturiteitslevel
111111 % All All A
| SHIELD vaw
. S
- ) . B _ . . B ‘\
/ Domeinverdeling \\ /// Radar - Gemiddelde per categorie \ / \
. \ _ _ \ Assessed Controls
@ Documentatie @ Implementatie
Respond 8% .
Security Continuous Monitoring SEEEY F;l!a;::::gance
Detect Risk Assessment Supply Chain Risk Management 5
12%
Response Planning Identity Mgmt, Authenficafion & Access control
Totaal Controls
Protective Technology — Aszet Management
Identify ) . )
249 Information Protection Processes & Procedur... Analysis
Protect
545 Improvements Anomalies and Events
| |
\ Governance Awareness and Training / Maturity Documentatie
" Data Security Communications /
Verdeling Key Measure ) )
_ - 4
/ Gemiddelde per categorie N v
21 \
(42%) @ Documentatie @Implementatie @ Target Documentatie @Target Implementatie @ Totaal Gemiddelde 0 ‘l - ‘l 2 5
Maturity Implementatie
®es 4 4
®ho 3
2 - 1.50.. 146 oA 2 /
. 29 (58%) 0 0 184 5
Identify Protect Detect Respond Recover /

\\_ | i / '\D

l AssessmentDashboard, Enkele Organisatie

Data updated on 17/12/24, 20:51

A

519314

q
A
)
O
@)
|
q
N
o
N
SN
N
S
SN
N~
\
I
)
4
©
O
o)
)
O
Q0
=
0p)




Dashboard

4z N I

\ 4

Organisatie :
@ Non-Compliant =
33 Totaal Gemiddelde
111111 ~
N SHIELD vzw LO
Date -—
0.0 5.0 ¢
v
\ - \ 50 (100%) 1 '48 ) GJ
o N\ / ©
o m—
_ [ - —
( ‘ n
Domein Categorie ControllD Docu Score Impl Score
|
All e All ~ Al ~ All N All e I
N J AN
N
ControllD  Key Domein Beschrijving Docu  Impl Compliancy  Assessor Comment N
Measure Score Score  Status ~.
-~
1D.AM-3.1 No Identify Information that the organization stores and uses shall be identified. Mon-Compliant  Authentication mechanisms are implemented but N
lack formal documentation. -
ID5C-3.3 Yes Identify The organization shall establish contractual requirements permitting the organization to review the ‘information security Mon-Compliant  Encryption protocels are partially implemanted ~
and cybersecurity’ programs implemented by suppliers and third-party partners. but poorly documented.
ID.AM-1.1 No Identify  An inventory of assets associated with information and information processing facilities within the organization shall be 2 Mon-Compliant Access control palicies are partially documented I\
documented, reviewed, and updated when changes occur. and implemented. v
ID.GV-4.1 No Identify  As part of the company’s overall isk management, a comprehensive strategy to manage information security and 2 Non-Compliant Compliance oversight is effective, but
cybersecurity risks shall be developed and updated when changes ccour. documentation is insufficient. I
ID.5C-3.2 Yes Identify ~ Contractual information security and cybersecurity’ requirements for suppliers and third-party partners shall be 2 Non-Compliant Cryptographic key management is adequate, but
implemented to ensure a verifiable flaw remediation process, and to ensure the correction of flaws identified during pelicy documentation is incomplete. q)
‘information security and cybersecunty’ testing and evaluation. -
o ensure the corection of flaws identified during ‘information security and cybersecurity’ testing and evaluation. CU
ID.AM-6.1 Yes Identify Information security and cybersecurity roles, responsibilities and authorities within the organization shall be documented, 2 Non-Compliant Physical access contrel is present, but
reviewead, authorized, and updated and alignment with organization-internal roles and external partners, Key Measure documentation is minimal. U
ID.RA-1.1 No Identify ~ Threats and vulnerabilities shall be identified. 2 Non-Compliant Risk assessments are partially documented and Q
implemented.
ID.RA-5.1 No Identify The organization shall conduct risk assessments in which risk is determined by threats, vulnerabilities and impact on 2 Mon-Compliant Risk menitoring processes are applied but lack ’
business processes and assets, supporting documents.
IC.AM-5.1 MNo Identify The organization's resources (hardware, devices, data, time, persannel, informaticn, and software) shall be pricritized based 2 Mon-Compliant Role-based access control is well configured, but U
on their classification, criticality, and business value. pelicies are not fully documented. £
" 1M ARA-2 1 Nn Identifu An imeentone that reflects what soffware nlatforms and annlicatinns are beina nsed in the nrmanizatinon shall be I 20 Mean-Comnliant  |lzer identification nroresses are well J
. A GJ
* —
I AssessmentDashboard, Control Overzicht . (o
y R
@ Livedata ~ ) Data updated on 17/12/24, 20:51 o~ B~ B~ P




Dashboard

_‘\\\\
Grootte
Organisatie [ | Dummy - Heel Groot
111111 v (! Dummy - Klein SHIELD vzw O
B Groot -—
B Heel Groot )
Y, - -
- _/ = | _/ O
p —
.\
Gemiddelde per categorie 0p)
1
@ Documentatie @ Implementatie ® Gemiddelde Documentatie ® Gemiddelde Implementatie ® Target Documentatie @ Target Implementatie
5 s 3
4 4 ~~
—
SN
3 5 I\
—
: : )
Y
@®©
260
237 241 233 240
1 2,00 1 ©
168 164 160 I ke I (@R
0 0 (@)
| Identify Protect Detect Respond Recover ey
- - O
AssessmentDashboard, Vergelijking . o
l Data updated on 17/12/24, 20:51 oo~ B~ B~ M @)







Focus area's + ongoing projects

The CyberSec Landscape 2

CyberSec
Focus Areas

urity AppSec
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Tender overview

FOD POC - SHIELD AWARENESS CSIRT PENTEST

Reference 24-AWARENESS-SHIELD-01_pub01 24-CSIRT-SHIELD-01_pub01 24-PENTEST-SHIELD-01_pub01

Selection phase Validation Steerco Validation Steerco Validation Steerco

ENDPOINT
SEEEES EQUIPMENT SIREWHASE
Reference 24-GRC-SHIELD-01 24-EEQ-SHIELD-01 24-FIREWALLS-SHIELD-01 ~ 24-XDR-SHIELD-01
Selection phase Completed Completed Completed Completed
Completed Stand-still FSR Research Stand-still

Attribution phase
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Awareness

24-AWARENESS-SHIELD-01

Selection phase: v

Validation Steerco: D

MarCom-Phishing-Training Attribution phase: 02/2025
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Network security

FIREWALLS PENTEST
24-FIREWALLS-SHIELD-01 24-PENTEST-SHIELD-01
AN A
< q q Selection phase: v Selection phase: v
Attribution phase: v Validation Steerco:
Firewalls-Segmentation/NAC
NDR-WAF-Pentest Closure: 01/2025 Attribution phase: 02/2025
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GRC

GRC PARTNERSHIPS GRC OFFERING SHIELD MEDICAL DEVICE POLICY
24-GRC-SHIELD-01 n/a n/a
Selection phase: v Selection phase: n/a Selection phase: n/a
Attribution phase: v Attribution phase: n/a Attribution phase: n/a
GRC-Asset Mgmt
Vuln Mgmt-IS Closure: 12/2024 v GolLive: 01/2025 Golive: 01/2025
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SOC

XDR/SOAR/MDR CSIRT & CYBER INSURANCE
24-XDR-SHIELD-01 24-CSIRT-SHIELD-01
Selection phase: v Selection phase: v
Attribution phase: v Validation Steerco:
XDR-XSOAR-MDR
SOC-CSIRT Closure: v Attribution phase: 02/2025
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Endpoint security

ENDPOINT EQUIPMENT

24-EEQ-SHIELD-01

Selection phase: v

Attribution phase: v
XDR

Closure: v

Mobile-MDM-EEQ
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Medical Device Policy

&

Purpose

Create a policy within the framework of
information security where the
procurement, operation and
decommissioning of medical devices is
regulated

How?

Community driven

Building on existing standards (MDR,
ENISA, 1SO27001, CyFun)

In close cooperation with the industry
(Agoria, vendors)
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Medical Device Policy
* What?

A document that defines a medical device, describes
the policy and the lifecycle process

Guidelines that describe the process through a
pragmatic action plan and technical requirements

It is not a substitute for a general security policy, but a
specific medical device policy that ties into an
(existing) information security policy
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Medical Device Policy

Policy Description

Inventory Compli!ance

Operational
Security

Continuous’,
Improvement ,

Incident Suppliers

Management Exceptions

Access Control Cryptography

Medical Device Definition
and Classification

MDR Medisch Klassel Klassella Klassellb
hulpmiddel-klasse—>
Informatiecategorie\

Klasse lll

Informatie
ondersteunend voor het 1
zZorgproces

Gewone
persoonsgegevens 2 2 8 =
Informatie beslissend

3 3 4 5
voor het zorgproces
Bijzondere
persoonsgegevens 5

Process flow

Action Plan
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Medical Device Policy

» Status

First draft is almost finished

Awaiting feedback from the community
(selected number of entities)

Awaiting feedback from the industry
(consulted)

The target is to have a first draft version by
01/2025

Draft to be verified and approved within all
hospitals
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Medical Device Policy
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Community update

Mt S |

Community Community Voice of the Planning 2025
activities 2024 framework 2025 Community
recap
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Community activities 2024 recap

 Tender participation

azvesaliugjg v H. HARTZIEKENHUIS
MOL

24-EEQ-SHIELD-01

55
24-GRC-SHIELD-01
24-XDR-SHIELD-01
»> | UHASSELT

27 Ziekenhuis
> Oost-Limburg

24-FIREWALLS-SHIELD-01 w
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Community activities 2024 recap

- Outcome frame agreement

- Community engagements:
Webinars,
Shield event participation
Reference architecture
Newsletters
Landing page
Performance meetings

+ Thanks to our partners for the financial support ©
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Community activities 2024 recap

- Medical device policy (.)
* Requested by FPS Public Health

*  Supported by:
=gl S
opin Zorg.
» After the holidays:

finalize policy-template together with the community
Implement the policy within healthcare (workshops, webinars, ...)

- Vesalius® JIRSS3

Z1EK NHUIS
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Community framework 2025 (subject to change)

Focus Area’s (aligned with CSC)

Website Collaboration Platform Community Platform
= News Per focus area = Polls/Forms
= Blog posts Reference architecture = Skills/competences
= Vacancies Documentation = Events
= FAQ Templates = Newsletters
= Planning 2025 Meeting minutes = Webinars
= White papers Best practices = Linked (read-only) to
= Partner landing pages Service Catalog collaboration platform:
= Member overview = Service catalog
= Service Catalog = Documentation,

Community profiles

Community (Vice-) President
Community Contributors/Reviewers

Shield Architects

Community members
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Community framework 2025

Focus Area’s Shield (aligned with CSC):

Awareness: Awareness campaigns & branding, e-Learning, MarCom, Phishing
platforms, ...

(Private) Cloud & Datacenter: Hypervisors, hardware, DRS, Backup, storage,
hyperscalers,...

Network Security: Firewalls, Networks & segmentation, NAC, WAF, NDR, Pentest,...

SOC: X/EDR, XSOAR, MDR, CSIRT, SOC,...
GRC: Governance, Risk, Compliancy, frameworks, Assessments, ISMS, ...

Endpoint Security: XDR, Mobile, Endpoint hardening, MDM, ConfigMgmt, Asset
Mgmt, Vuln Mgmt,...

AppSec: Threat Modelling, DevSecOps, Secure Coding, OWASP, WebApps,...
IAM: IGA, IAM, IdP, Auth,...
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Community profiles

Role description e Active/interactive participation within the Shield
community

e Expert on multiple domains

e Involved in all focus areas of the community, the
collaboration and community platform (as moderator)

e Build an overall reference architecture containing all focus
area’s together with Community Contributors, Shield
Architects, (Shield partners) and participate on future

iterations.
Initiate new tenders

([ ]
EIETTY I 2 years
Depends on community focus
High

Preferably in-person, rotating location bases on participant-list
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Community profiles

Community Contributor
Role description e Active participation in:

o Writing of tender(s)
o Building/maintaining reference architecture on a
specific domain/focus area
o Build/extend/maintain the Body of Knowledge
(concepts, best practices, ..) of a specific domain/topic.
e Expertise on a specific domain
e Collaborate together with Community president/vice-
president, Shield Architects and co-contributors (Team of 3
to 5 community contributors)

M Limited in time, depends on scope

Frequency Depends on topic:

e Tender: 3 sessions
e Reference architecture: +/- 6 sessions

Engagement level
Preferably in-person, rotating location bases on participant-list
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Community profiles

Community Review
Role description e Review and provide feedback on:

o Tender applications
o Templates/documentation/...
o Reference architectures
o Body of Knowledge (concepts, best practices, ..) of a
specific domain/topic.
e Expertise on related domains
e Collaborate together with Community president/vice-
president, Community Contributors and Shield Architects or
the Tender Workgroup.

m 1 or 2 days to review the documentation, tender, ... and to
participate the review meeting(s).
1 or 2 review meetings

Preferably in-person, rotating location based on participant-list
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Community profiles

Role description e Active participation on the community platform

e Alllevels of expertise

e Share feedback, insights, expertise, ... with other community
members or learn from the information available on the

platform

CITETIN Not applicable
Not applicable

Engagement level
Not applicable
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Voice of the Community - Priorities
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Voice of the Community

J =Y

Menti
Shield vaw - Voice ofthe. [4 ¥

What are the top 3 priorities Shield vzw should focus on?

48 responses

Choose a slide to present

netwerk segmentation

incident reponse network segmentation

supply chain management shared services
communication efficiency
PUM  audit incident response plan

ai data protection nis2 iqm community
private cloud sSOC complaince shared knowledge

assessment qwq reness

asset management

compliance  jncident response  network security
backup and storage

ai security

third party compliance
gsset  teaching segmentation architecture

prize

offline backup storage i
standards for suppliers

micro-segmentation

prevention
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Voice of the Community — ISMS White paper

[m] > [m]

[=]

|

Scan me

() Please keep a 4-hour timeframe in mind before the e-mail arrives in your mailbox
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Voice of the Community — NIS2 leaflet

= Qverview NIS2 Timeline + obligations

JunéJulEAugéSepEDct%NwéDec lanéFebéHarEﬂprEMayEJungluléAup_'.;SepEOctENw;Dec Jan-iFebEMargApréMay-ilunglul%Aug?Sep%OcthwéDec lanéFebEMarEApréMay

8 Administration & training

_. CCB Registration (one-off)
e—— 1 .
Cybersecurity Training

1 [ I CyFun® option 1: Obtain CyFun® level important verification
g _p[ CyFun® option 2: Submit to the CCB a CyFun® level important self-assessment

ISO 27001 options: - - - - - - - - - - -
g i i - 1SO 27001 option 1: Submit statement of applicability based on ISO/IEC 27001 norm

1SO 27001 option 2: CCB Assessment 27001 i s

_>_>_>—>rVee]D D~y .

The CyFun® Essentials certification of the CCB with a maturity score of 3,5/5
1SO27001 certification

An inspection by the CCB inspection service (or by a sectoral inspection service).
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Voice of the Community — NIS2 leaflet

Scan me

() Please keep a 4-hour timeframe in mind before the e-mail arrives in your mailbox
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Voice of the Community — Internal regulations

Vesalius®

J<asster

Scan me

() Please keep a 4-hour timeframe in mind before the e-mail arrives in your mailbox
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Voice of the Community — Call out!

Community Chair candidates
Community Contributors = Focus Area’s
= SoC: XDR/SOAR/MDR

= GRC

= Endpoint equipment

= Network Security: Firewalls

Community expert reviewers (PoC projects) — 02/2025:
= 24-AWARENESS-SHIELD-0T

= 24-PENTEST-SHIELD-01
= 24-CSIRT-SHIELD-01

Contact details form for community profiles
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Voice of the Community — Call out!

Remarks Testimonials

Questions Ideas Concerns

community@shield-vzw.be

Speakers Workgroup proposals
Project review
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Voice of the Community — Planning 2025

= Future Shield events — approach

= Agenda o
Date  [Eventtile . [Eventlocation _[Organisation | O
5/02/2025Toreon - Cybercafé Mechelen Toreon g
11/03/2025 Shield event - Q1 - 2025 To be announced Shield vzw 0))

14/03/2025Bsides Limburg Corda Campus Bsides Limburg (Nvisio speaker: Jeroen Vandeleur) !
20/03/20251CT4care De Montil - Affligem  ICT4Care g
27/03/2025 Cyber Security Coalition General Assembly followed by GRC: Be Connected VBO/ FEB - Brussel Cyber Security Coalition (@)
23/04/2025Inspire health & care Nekkerhal Mechelen Inspire Heath & Care Q
24/04/2025Inspire health & care Nekkerhal Mechelen  Inspire Heath & Care C‘ll
20/05/2025 Cybersecurity Café Limburg tbd Cybersecurity Café Limburg ~
21/05/2025 Cybersec Europe Brussels Expo Cybersec Europe ‘I:

22/05/2025 Cybersec Europe Brussels Expo Cybersec Europe |
5/06/2025 Cyber Security Coalition - Application Security Faculty Club - Leuven Cyber Security Coalition 8
19/06/2025 Cyber Security Coalition - Solstice event TBD Cyber Security Coalition @®©

24/06/2025 Shield event - Q2 - 2025 To be announced Shield vzw -8_

25/09/2025 Shield event - Q3 - 2025 To be announced Shield vzw )
7/10/2025Cyber Security Coalition - BE-CYBER event Hi! - Brussels Cyber Security Coalition o)
3/12/2025 Cyber Security Coalition - Cyber Security Awards Afrika paleis - Tervuren Cyber Security Coalition 6
16/12/2025 Shield event - Q4 - 2025 To be announced Shield vzw E
N




Voice of the Community — Planning 2025

Date _[Eventtite _____________________________[Eventlocation _Organisation

—-/-/2025 Toreon - Cybercafé To be announced Toreon

—-/-/2025 Toreon - Cybercafé To be announced Toreon

—-/-/2025 Toreon - Cybercafé To be announced Toreon

~/-/2025 Privacy Café To be announced Data Protection institute (Toreon)
~/-/2025 Privacy Café To be announced Data Protection institute (Toreon)
~/-/2025 Privacy Café To be announced Data Protection institute (Toreon)
—~/-/2025 Privacy Café To be announced Data Protection institute (Toreon)
—/-/2025 Nviso Insight Session To be announced Nviso

~/-/2025 Nviso Insight Session To be announced Nviso

~/-/2025 Nviso Insight Session To be announced Nviso

~/-/2025 Nviso Insight Session To be announced Nviso

= To be added:

= Webinars partners
= Workgroup meetings
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Community Focus

= Build the Community framework
= Build the Community workgroups
= GRC training options

= Surveys:
= Projects 2025 (group initiatives per quarter)
= Core values (healthcare/education)

= Complete planning 2025
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Shield update



Community update

THANK YOU!
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